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Goran Janac¢kovié

CONTEMPORARY TRENDS IN INFORMATION TECHNOLOGY DEVELOPMENT AND
THE IMPACT ON SAFETY SYSTEMS

Abstract

Rapid development of information and communication technology has initiated significant changes in
recent years. This trend has not been bypassed in any segment of a society, from industry to education.
Adequate understanding of the potential of new technologies is important for identifying their potential
applications in solving everyday problems. Despite the development of the socio-technical system, we
have witnessed a large number of occupational injuries and work-related diseases as a result of exposure
to hazards at the workplace and in the working environment. Information technology can enable these
dangers to be identified more accurately, as well as better understood through specific forms of
education and training. This paper presents trends in the development of information technologies that
specifically affect safety systems.

Key words: information technology (IT), safety system, safety performance

INTRODUCTION

The twenty-first century is characterized by the application and advancement of information technology.
Information technology (IT) has become an integral part of everyone's daily life. In spite of numerous
disagreements and problems that characterize the terminological definition, conceptual definition, and
determination of the essence and importance of IT, in recent years the authors' consensus is that IT plays
an increasing role in economic growth and social development. These technologies also affect safety
systems, which emphasizes their importance in achieving the well-being of employees in the work
environment. This concept of IT development, aimed at improving the safety system, is discussed in
this paper.

IT includes the technology used or involved in the development and deployment of computer systems
and networks for data processing and distribution. According to [2], IT encompasses computers and
electronic communication. In [1], the authors state that IT defines systems consisting of hardware and
software components that are used to collect, store, process, display and exchange information, for
which they use electrical and/or magnetic energy. IT as an academic discipline is studied at various
universities and colleges around the world. In [20], the authors point out that the term "information
technology" generally refers to all aspects of computing, and includes all applications of computers in
modern society and the digital economy. That report proposes the following definition of IT as a
discipline: IT is the study of application of systems approaches to selection, development, deployment,
integration, and administration of secure computing technologies to enable users to achieve their
personal, organizational, and social goals [20].

The need for a large amount of data arises in a large number of human activities. In many work activities,
IT has become an indispensable tool for work. This technology is applied for storing and processing
large amounts of data. Monitoring the state of complex technology systems is just one example of this.
Large amounts of data represent a burden from the point of view of efficient and effective use. Every
modern organization depends a lot on IT and various applications of computer systems in business, and
requires proper and efficient functioning in accordance with the goals set by the organization,
concerning the needs of users and the society as a whole.
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Organizations of all types depend on IT and a wide variety of computer systems, which are involved in
all stages of business. To enable users to achieve their goals, the correctness and efficiency of the
technologies used must be ensured. Different technologies and services are integrated into
organizational systems, adapting the needs of individual users to achieve organizational goals.
Innovation and rapid development is one of the key features of IT. That is why IT innovations are the
basis of studying IT as a discipline, and are the result of new practices and methods that address specific
practical problems [20].

The increasing complexity of safety systems has led to the application of systems theory and systems
approach to their research. The science evolves by considering different aspects of the environment in
different disciplines, but the environment exists in a unique and global form. Thus, the process of
research in a restricted domain is difficult to adapt to an interdisciplinary environment of a safety system.

Safety system is a complex combination of various resources - people, materials, equipment, hardware
and software components, data, information, knowledge, services and others, integrated to meet specific
needs related to safety of people, tangible and intangible assets. It is necessary to describe this complex
system with an appropriate set of representative indicators that will describe its state. As the set of
available indicators describing the performance of the safety system can be large, the use of multi-
criteria analysis methods enables the ranking and/or selection of key indicators from the set of available
indicators. Safety system can be considered as a complex system, or a complex socio-technical
phenomenon, based on the relationship between the social and technical subsystems of different
dynamics and mutual cause-effect relationships, and simultaneous optimization of both subsystems for
the functioning of the system in a predictable way [24].

The increasing complexity of the safety system has led to the application of system theory and systems
approach to its research [8, 10, 12]. Rapid technological changes, reduced learning opportunities from
previous experience, changes in the nature of accidents and the existence of new types of hazards, the
complexity of systems and modes of human-machine interaction, as well as problems in choosing
priorities and making compromises during decision-making lead to gradual abandonment of simple
analytical reduction approach and initiate changes in engineering for safety [12, 13]. The application of
IT can significantly improve the functioning of complex systems that require the monitoring, use and
analysis of large amounts of data. That is why the application of IT technologies in safety systems can
be crucial for the advancement of those systems, as well as the overall risk management process.

METHOD

Search strategy and used databases

For the purposes of research, journal data available in the KoBSON (Konzorcijum biblioteka Srbije za
objedinjenu nabavku) database were used. KoBSON is the consortium of libraries of Serbia for unified
procurement [27]. It is a form of organizing Serbian libraries that, in addition to providing electronic
access to content, has improved access to additional information on journals. Based on the available
journal information in this database, the most significant journals in the field of safety (concerning
industrial engineering) are identified. The impact factor (IF) was used as an indicator of journal
significance.

Subsequently, the Scopus database was used to search for data on papers published in selected journals
during the period under study. Scopus is Elsevier’s abstract and citation database of peer-reviewed
literature published in scientific journals and magazines [28]. It is a database containing abstracts and
citations of papers published in over 34,000 different journals, as well as journals selected for the
analysis.

To enable accurate search, it is necessary to define the appropriate keywords or phrases to identify the
content you want. Also, it is necessary to review the results and determine whether certain errors were
found during the search, that is, the results that were not appropriate. Therefore, appropriate
inclusion/exclusion criteria must be defined. When searching the Scopus database, the keywords related
to IT and safeties are used. As the term safety can have multiple meanings, all other meanings not related
to occupational safety are eliminated from search results. Only articles from the previous three years
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(2017-2019) were taken into consideration during the analysis. At the same time, only research papers
were taken into consiredation in the observed period.

Research questions

In order to focus the search process and to generate specific results, research questions are defined. The
research questions are based on available data in searchable databases and enable the identification of
IT application capabilities in safety systems. The research is oriented to identify, through the available
literature, what is best practice for application of IT in safety systems. The specific research questions
are:

(1) What are the trends in the number of accidents and workplace injuries in EU-28 in the last decade?
(2) What are the current information technology trends compared to safety system development trends
and strategies?

(3) Can modern IT technologies be applied to improve safety systems, and are there any potential
problems when using IT in safety systems?

Based on these research questions, inclusion criteria are defined.

Inclusion criteria and search steps

This research will take into consideration all studies that involve IT connected with safety systems. The
analysis is primarily focused on IT, information systems and their application in safety systems in
previous three years (2017-2019).

For the purpose of systematic search, it is necessary to define a research plan. Search planning and
defining research questions prevents the bias and impact of existing research on the results, and the
search process itself becomes more focused. Search planning and defining research questions prevents
the bias and impact of existing research on the results. Also, the search process itself becomes more
focused. Thus, the following flow diagram, consisting of the following four steps, is applied [16, 17]:

1. Identification: articles are identified through database searching;

2. Screening: articles are analyzed and duplicates are removed, as well as all articles that are not
connected to occupational safety;

3. Eligibility: full-text articles from selected journals are assessed for eligibility, and inappropriate
articles are excluded;

4. Inclusion and synthesis: the remaining articles are included in the qualitative and/or quantitative
synthesis.

This research will take into consideration all studies that involve IT connected with safety systems.
RESULTS

Accidents in the EU

Lately, there has been a debate in scientific community about how to describe the performance and
results of a safety system by means of indicators, in general or for specific safety systems [4, 5, 22, 23].
Numerous indicators are introduced, most commonly classified into outcome and activity indicators,
that is, direct and indirect indicators. Although we support the importance of indirect or activity
indicators in describing safety systems, they will not be further analyzed in this paper.

Although occupational safety has become a top topic in the past three decades, as well as a number of
measures implemented to improve working conditions and employee safety, a large number of accidents
with fatal and non-fatal outcomes are still being identified. Based on available Eurostat data on accidents
at work during 2017, the number of non-fatal accidents at work was 3.344 million and the fatal accidents
1,579 [25, 26].

Based on Eurostat data on non-fatal and fatal accidents at work, based on workplace and economic

activity, the following can be concluded. Of the total number of non-fatal accidents at work, more than
half do not have detailed location information, with 36.5% referring to a standard workstation or usual

M&S 15 (2020) 3



local work unit, while 8.8% refer to a temporary or mobile workstation. In contrast, considering fatal
accidents at work, there is no information on 44.5% of cases, while 25% refer to a standard workstation
or a regular local work unit. However, a slightly higher percentage compared to non-fatal accidents at
work, or 27.3%, refers to a temporary or mobile workstation. In EU-28, the highest number of non-fatal
accidents at usual workplace or in the usual local work unit was in wholesale and retail trade (43.1%),
then in manufacturing (38.6%), and in construction (24.2%). At the same time, production (36.5%) and
wholesale and retail trade (27.6%) have the highest percentage share in fatal accidents at usual
workplace or usual local work unit. When it comes to temporary or mobile workstation, the most fatal
outcomes were in transportation and storage (37.3%) and construction (34.7%), primarily due to specific
work activities.

The number of fatal accidents at work has declined significantly in recent years in the EU-28. Compared
to a number of fatal accidents ten years ago (4,449 in 2010), the number of these accidents decreased by
897 (3,552 in 2017), or 20.16%. In the observed period, the number of non-fatal accidents followed a
similar trend. However, the reduction was less than the number of fatal accidents. The total number of
non-fatal accidents was 3,581 million in 2010 and 3,342 million in 2017, which is decrease of 6.67%.

Accidents can be classified in different ways. One wy to classify accidents is according to the part of
the body that is injured. The data for different types of accidents are presented in Table 1. The number
of accidents with serious neck injuries (inclusive spines and vertebra in the neck) was 87,543 in 2010,
and 83,474 in 2017 (relative change dr=-4.64%), while the number of fatal accidents was 101 in 2010
and 82 in 2017 (6r=-18.81%).

Table 1. The number of accidents by type in EU-28 in 2010 and 2017.

Accident type Accidents in 2010 Accidents in 2017
Serious neck injuries 87,543 83,474

Head injuries 246,536 216,024

Back injuries 382,656 400,546

Torso and organ injuries 149,180 122,104

Source: Based on [26]

The number of accidents with head injuries was 246,536 in 2010, and 216,024 in 2017 (dr=-12.38%),
while the number of fatal accidents was 1,204 in 2010, and 798 in 2017 (6r=-33.72%). The number of
back injuries (including spines and vertebra in the back) was 382,656 in 2010 and 400,546 in 2017
(0r=14.67%), while the number of fatal accidents was 76 in 2010 and 73 in 2017 (6r=-3.94%). In the
case of torso and organ injuries, the number of accidents was 149,180 in 2010, and 122,104 in 2017
(0r=-18.5%), while the number of fatal accidents was 697 in 2010, and 526 in 2017 (6r=-24.53%).

Accidents occur in companies, regardless of their size. The numbers of fatalities in small and medium
enterprises (SMEs) of different size are shown in Table 2. In companies with 1 to 9 employees, there
were 463,305 accidents at work in the EU-28 whose severity (days lost) was 4 days or over in 2017,
reduced for 27.25% compared to the number of corresponding accidents in 2010 [25]. At the same time,
the number of fatal accidents was reduced from 1,069 in 2010 to 883 in 2017, which is decrease for
17.4%.

Table 2. The number of fatalities in SMEs in EU-28 in 2010 and 2017.

Company size Fatalities in 2010 Fatalities in 2017
1 to 9 employees 1,069 883
10 to 49 employees 1,118 888
50 to 249 employees 755 651

Source: Based on [26]
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For companies with 10 to 49 employees, accidents at work with a severity of 4 days or over in 2017
were 737,449, compared to 823,643 in 2010 (6r=-10.46%), while fatal accidents were 888 in 2017
compared to 1,118 in 2010 (8r=-20.57%). In companies with 50 to 249 employees, the number of
accidents at work whose severity was 4 days or over in 2017 was 749,607 compared to 772,716 in 2010
(0r=-3%), while fatal accidents were 651 in 2017 compared to 755 in 2010 (6r=-13.77%).

IT and safety research

The IT industry is a very fast growing industry, but it is very important to have a good impact on society
with examples of using IT in individuals' jobs at work or at home. In the EU-28, in 2018, 40% individuals
used computers, laptops, smartphones, tablets or other portable devices at work, while 10% used other
computerized equipment or machines to produce production lines, transport and other services at work
[26]. Approximately 34% of individuals exchange emails or insert data in databases at work, while 26%
individuals create or edit different electronic documents. The use of social media for work is relatively
small, about 10%. Individuals use different applications at work, and approximately 12% use
applications to receive tasks or instructions at their jobs, while 21% individuals use domain-specific
software to perform work activities. Not a small number of individuals develop or maintains IT systems
or software at their work, about 5%.

The modern way of doing the job involves that it is partly or fully done from home or from a remote
location. According to Eurostat analysis in 2018, only 25% of individuals never worked from home,
while the others worked daily (5%), several times a week (5%), less than once a week (6%), or at least
once a week (10%). When working from home, at least 15% of individuals use the internet [26].

Performing activities using a computer, at work or at home, does not bypass the safety. The whole
process of risk management in the workplace in modern technological systems is difficult to imagine
without the use of IT, starting from the technological process monitoring, through the reporting of
occurrences of adverse events and their consequences, to the use of domain-specific software. The
development of IT in previous years has led to potential new applications.

The following journals are selected for the purpose of analysis: Applied Ergonomics, IEEE Transactions
on Industrial Informatics, Journal of Safety Research, and Safety Science. All selected journals have an
annual Impact Factor (IF) for 2018 higher than 2.4, or a five-year IF higher than 2.8 [27]. This assumes
the quality of the articles, as well as the representativeness, popularity and innovativeness of presented
research. The values of IFs for selected journals are presented in Table 3.

Table 3. IFs of selected journals.

Journal title 1F2018 1F53018
Applied Ergonomics 2.610 2.597
IEEE Transactions on Industrial Informatics 7.377 8.423
Journal of Safety Research 2.401 2.825
Safety Science 3.619 3.923

Source: Based on [28]

Based on the search of selected journals, 528 papers were initially identified. After the removal of papers
that are not directly related to occupational safety and application of information technologies, as well
as review papers, there are n=226 papers left for further analysis. The steps of research and selection
and resulting numbers of papers are shown in Figure 1.

The remaining papers are classified in seven areas on the basis of related topics presented: simulation
(SI), multi-criteria analysis (MC), artificial intelligence and machine learning (AI), human-computer (or
human-automation) interaction (HA), training (TR), real-time monitoring (RT), databases (DB). The
areas and the numbers of papers identified during the database analysis are presented in Figure 2.
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Figure 1. The results of the paper selection steps based on the PRISMA guidelines.

Papers identified during Additional papers
database searching identified from different
(n=528) sources (n=0)

Total papers identified Duplicate papers excluded
(n=528) from further analysis (n=0)

L

Papers screened by titleand | ;.| Papers excluded from
abstract (n=528) V| further analysis (n=267)

Full-text papers eligibility Papers excluded from
assessment — " I'gl lvsis (1=35
(n=261) v urther analysis (n=35)

Papers left for further
analysis (n=226)

Synthesis Eligibility Screening Identification

Source: According to [16, 17]

Figure 2. Trends in IT research connected to safety systems described by the number of analyzed papers
and grouped by research areas.

Training Databases
(I’lTR:3 1 ) (l’lDB:3 0) Multi—
Real-time 4 criteria
monitoring analysis
(nrr=41) & j (nuc=15)
Analyzed
papers Artificial
Human- ificia
computer ( {} % intelligence and
interaction Simulation machine learning
(ns=40) (nar=33)

(nHa=36)
Source: Own source

The following numbers of papers are identified: simulation (nsi=40), multi-criteria analysis (nmc=15),
artificial intelligence and machine learning (na1=33), human-computer interaction (nua=36), training
(ntr=31), real-time monitoring (nr7=41), databases (npg=30). Concerning year-by-year distribution of
published papers, the following results are obtained: 67 of selected papers were published in 2017, 76
papers in 2018, and 83 in 2019.
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DISCUSSION

A noticeable decrease in the number of accidents at work is indication of the improvement of the
occupational safety and health system and the quality of taken measures. Despite all measures and
improvements, the number of accidents at work remains a problem for organizations of any size and the
society as a whole. It can be noticed that the number of papers regarding safety systems and application
of IT is increasing every year, which may mean that these topics are of increasing importance to
researchers.

A lot of analyzed papers are devoted to simulation. In quite a lot of analyses of safety systems, due to
the character of adverse events and their consequences to analyzed system or the employees, it is best
to analyze the adverse events and their consequences by using simulation models. Modeling and
simulation are served as part of system theory, numerical analysis, or operational research depending on
the context of the research problems. They form the basis for analyzing the functioning of the systems
and troubleshooting the systems. The individual models are defined and used to analyze the functioning,
identify potential problems, and propose solutions. Simulation models are used to consider the dynamic
characteristics of systems and identify unwanted performance changes. Consideration of the dynamics
in systems may allow for possible solutions to improve the level of safety in them [21]. Any deviation
from the permitted values can be a potential cause of adverse events with unprecedented consequences
for the observed technological or organizational system. The subject of analysis are also employees,
whether they are the actors in certain situations, their response to sudden and stressful events as well as
how they react to production pressure, which can cause an inadequate response to the occurrence of an
adverse event [15]. Among applied methods, we can mention, among others, agent-based simulations,
structural equation modeling, Bayesian networks, deep learning, and artificial neural networks.

In order to make right decisions, it is necessary to have appropriate data. Data describing previous
events, outcome indicators or direct indicators, are often not sufficient to make these decisions adequate
[8, 9, 10]. Also, the time variability and dynamic character of risks do not allow decisions to be made
without data on the current state of observed process. Knowledge management for occupational safety
becomes more complex [6]. Therefore, consideration should be given to consider risks in a dynamic
environment, not just based on consideration of workplace characteristics and hazards identified in the
process of workplace risk assessment [18, 19]. Real-time monitoring is needed for adequate decision-
making. The analyzed papers describe different sensors and sensor networks for monitoring the work
environment and the conditions of employees exposed to hazards [14], with particular reference to the
precision of measuring and identifying hazards, the way in which the employee is informed of the
hazards to which he is exposed, and the use of various portable devices for the secure transmission of
notifications. The way in which an employee is informed of the dangers to which he or she is exposed
can be of great importance in how he or she will react in these situations. Data security is of particular
importance during the processes of transferring and storing data. It is important to apply methods for IT
risk assessment [7]. Therefore, different protocols are developed that allow secure access to data from
different sensors in an industrial environment [3].

Using data in a working environment requires access to different devices. This is why human-computer
interaction or human-automation interaction is very important. Employees have different prior
knowledge, predispositions and preferences for data access devices. Younger employees are more
oriented towards the use of new technologies, so it is simpler for them to use that equipment in the work
environment. However, there are a number of elderly employees in the European Union. Due to the
different manipulation skills of employees, the way information is presented and accessed must be
adapted to individuals or representative groups of users. In the case of very complex work activities, it
is recommended to carry out specific types of training in the form use of different simulators, or in
virtual and augmented reality [11], for visualization of adverse situations from the working environment.
Employees can respond to stressful situations in different ways. Their adequate preparedness for the
occurrence of an adverse event and a clear procedure for responding to that situation make it possible to
prevent adverse outcomes. Only if the employee is properly trained and prepared for these situations,
timely and appropriate response of the employee can be expected when an adverse event occurs.
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CONCLUSION

As open systems connected to their environment, safety systems are constantly upgraded. The analysis
of the number of injuries and fatalities in the EU-28 shows that their number has been decreased in
recent years. The only growth was observed for back injuries (including spines and vertebra in the back).
Accidental events occur in all companies, regardless of their size. This can be a huge burden, especially
for small and medium-sized enterprises which have limited available resources.

New technologies and innovations significantly improve well-being at work and working conditions.
Technologies can help employees perform activities in their working environment more securely.
Modeling and simulation are means for analysis of complex problems and identification of causes of
adverse events and levels of consequences. Different performance indicators, direct and indirect, are
introduced, and key indicators are identified using methods of multi-criteria analysis and group decision
making. Particular attention is paid to the development and application of artificial intelligence and
machine learning methods, which enable identification of problems in a real environment before
undesirable outcomes are manifested. Considerable attention is paid to real-time monitoring, in order to
collect data from the environment necessary for correct and timely decision making and identification
of hazards. The data should be well organized and subsequently analyzed.

The application of IT requires the anticipation of potential negative impacts of new technologies on
employees’ safety and health. Complex systems require interaction with users, which have different
level of knowledge, perception, reaction rate, and propensity to apply new technologies, which requires
the adaptation of technologies to different users. Changes in work organization as a result of IT
development allow flexible and interactive work processes; however, IT does not eliminate workplace
stress and ergonomic risks. Data collected from a real-world industrial environment can be security
challenge from the collection, transfer and storage viewpoint. Due to the rapid development and short
lifecycle of IT, there is a problem of insufficient analysis of the impact of technologies on human health
and the environment. Typical examples are wireless and mobile networks. This may require the
development of new methods for hazard identification and additional risk assessment tools.
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Abstract

An efficient information system is a pillar of functioning and support to all processes (basic, auxiliary
and management) at the level of every organization, civil or military. Fast, efficient and clear real-time
data exchange is the basis for defining corrective measures within the safety system, while an adequate
database of events related to the safety system is the basis for defining preventive measures, that is,
being proactive. In this sense, the aim of this paperwork is to elaborate the specific connection between
the usage of modern information systems and their role in environmental, occupational and fire safety
activities and processes with particular regard to the needs of armed forces. A draft analysis of observed
experiences, disadvantages and opportunities for improvement is also provided.

Key words: environmental, occupational and fire safety, information system, armed forces

INTRODUCTION

Science and practice today, as one of the targets of further development of the organization, focus on
actions of timely recognition of importance in protection of resources (human, material, environemntal)
from endangerment based on complex analyzes and especially on predictions of new threats and
pressures, with emphasis on planning and taking preventive measures, until the implementation of
measures that directly or indirectly affect the reduction of threats and consequences for the resources of
the organization. According to [1], the current knowledge gained by science, which proves positive
experiences from practice, indicates that measures and procedures for resource protection cannot be
fully identified, monitored, evaluated and predicted, and thus their consequences cannot be prevented.
Therefore, taking preventive measures to protect resources should not be seen as a burden on the
organization, but as a preventive factor that enables the development of the organization. Timely
organization and establishment of functionally integrated safety management systems in the protection
of resources field, in all phases, enable significant reduction and limitation of dangers and consequences
for the resources of the organization.

Information technology has progressed extremely fast in recent years, in addition to reflecting a major
change in the working and living environment protection, they are also of great importance for protection
and prevention activities in principle. The expansion of information technology began in the eighties of
the last century with the introduction of the first computers and modern telecommunication devices and
digital technology, and now it is advancing in all areas of industry, agriculture, transport as well as in
the all areas of safety, security and protection. Information technologies are used as an advanced
technical achievement for collecting the necessary data and information of importance, identifying
shortcomings, assessing the risk of hazards and improving the state of occupational safety,
environmental protection, fire protection, etc. [2]
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METHOD

For the purposes of research, the experiences derived from implemented information systems for
occupational safety and fire protection within Ministry of Defence were used. In order to create safe
working conditions and prevent delays in the work process in the Armed Forces of the Republic of
Serbia with possible negative consequences for the health and life of its members, information systems
have been developed for occupational safety and fire protection, primarily based on positive experiences
and analyzes of similar information systems. [3]

Having in mind the specific requirements and needs of the Armed Forces of the Republic of Serbia, the
information systems were designed and developed as a set of programs that serve as auxiliary tools and
guidelines for the formation of appropriate databases in the field of occupational safety and fire
protection and implementation of law-defined identification, assessment, mitigation and risk prevention
measures.

Information technologies used in protection area should be modern, easy to use and meet the
requirements of end-users and other stakeholders in training, education, decision-making and response.
Information technologies are becoming the most important management tool all over the world in all
social and economic branches and industrial processes, as well as in the areas of environmental
protection, occupational safety and fire protection, because they enable monitoring of the entire process
from observation, problem identification to problem solving.

RESULTS
Information systems for occupational safety

The information system for occupational safety the Armed Forces of the Republic of Serbia is based on
a software package that aggregates and visualizes expert assessments of professional risk with the
addition of certain specifics that are characteristic of working on specific combat means. Nevertheless,
the program can be used for the work conditionas assessment on other combat or technical means, with
a previously modified expert assessment. The program enables automatic processing of estimated risk
factors at individual jobs and its categorization, i.e. identification of works with increased risk.
The database is based on the entries and processing of data related to the implementation of occupational
risk assessment.
Due to the comprehensiveness of the realization of the professional risk assessment, the following was
done:

- database for all operators;

- work categorization;

- operations with increased professional risk have been identified.
The ultimate goal is to record the situation at each workplace, for the sake of safety and health at work
and to increase the combat readiness of the unit. [4]
After designing the data structure, the main (initial) menu was formed (Figure 1), which provides
opportunities to enter the submenus: list of risk factors, organization, job categories and end of work.
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Figure 1. Occupational safety information system — main menu
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Submenus (tables) are interconnected to make data from one available to another. Relationships or
connections between tables are cross-connected so that multiple tables share the same value. By entering
the submenu (table), contining the list of risk factors begins active work. A table for entering data into
the database appears (Figure 2), which consists of one sheet (in this case 24 risk factors). Based on this
table, the assessment is accompanied by an assessment of risk factors with a certain number of points.

Figure 2. Occupational safety information system — submenus
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Source: Own source

The number of points was obtained by applying an expert assessment of professional risk factors in
specific workplaces related to the applied combat means, characteristic of the observed organizational
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unit. Evaluation of risk factors is performed with offered estimates ranging from 0 to 4. Based on
experience, the assessor evaluates each individual risk factor. The program automatically associates the
grade with a certain number of points that were previously entered, adds it up and automatically
categorizes the observed job. In the event that, there is a risk factor rated 4 in the workplace, the work
is automatically categorized as "A", regardless of the total amount of points. [4]

Information systems for fire safety

Advances in the field of automation and fire detection are reflected in the application of information
technology for fire detection, location and monitoring. The software shows the exact location of the fire,
the date and time of the fire, the speed and direction of the fire and other parameters resulting from the
impact on the fire. The integration of information system, satellite technology and video surveillance
(Figure 3) in the function of fire safety provides better protection, especially if video surveillance
monitors a large area of cities, forest areas, risky industrial plants or individual industrial processes. [5]

Figure 3. Integrated fire safety information system
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Source: Own source
The analyzed information system for fire safety relies on legal regulations, it is organized in relation to
international standards in the field, makes improvement based on field experiences given in the form of
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reports and scientific and professional research. In organizational terms, such a system represents a link
between the resources of the Ministry of Interior and the Ministry of Defense.

DISCUSSION

As part of the overall safety practices, the beforementioned informations systems offers enrollment, in
the form of comments, specifics for the observed procedure, such as: the need to apply personal
protective equipment, the application of special protection measures, etc.

Regarding the occupational safety, at the end of the assessment, for each activity, a report can be printed
with a written comment for the observed job and a comment that is characteristic of the all jobs in the
category in which the particular job is classified. One of the most important features of the software
package is the function that enables very fast and automatic generation of the document on the conducted
risk assessment in complete or abbreviated form. An additional advantage of using the software package
for risk assessment in relation to conventional methods is the significantly facilitated work in the phase
of revision and supplementation of the previously conducted procedure.

Regarding the fire safety practice, the subjected information system can in a greater extent replace
conventional fire detectors, if special cameras are installed in rooms where people do not stay. In this
way, multiple money savings can be achieved. These information systems and software, in addition to
improving fire protection, also contribute to better work conditions and other services, in the field of
occupational safety and environmental protection, which is confirmed by the experiences of the armed
forces of highly developed countries, but also by statistical reports. [6,7,8]

CONCLUSION

Information technologies are designed to provide a constant flow of data at all levels of leadership and
management. In addition to other elements that make up information systems, safety practices are
components of an adequate software solution, which enables centralized archiving of data and
information, their processing and distribution.

Information technologies for safety enable efficient search of content for the analysis of certain events,
problem solving and the use of examples of good practice in the field of environmental protection,
occupational safety and fire protection. Information systems are the most important tool in all spheres
of protection and enable monitoring of the entire process from entering observations, identifying
problems to solving problems. They are designed to provide a constant flow of data in the protection
system at all levels.
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Abstract

Environmental information systems represents the esence of the efficient environment quality
management process, and a prerequisite for the adequate, responsable and timely information of the all
stakeholders. Novadays, environmental management became increasingly complex system dependent
on akvisition, processing, organizing and visuelization of significant amounts of relevant data.
Administrative regulators, interested public and the scientific entities have high expectations regarding
the accuracy, transparency, integrity and availability of environmental-related informations. In this
sense, the aim of this paperwork is to analyze the specifics of existing environmental information
systems, their genesis, evolution and modification, as well as current trends in the field and future
challenges. A detailed analysis of characteristic examples of the use of such systems is also provided.
The main conclusion reflects the improvements generated by the implementation of environmental
information systems.

Key words: environmental information systems, genesis, experiences, trends.

INTRODUCTION

Information and communication systems have reformed, in a revolutionary and almost unimaginable
way, all spheres of human life and work. The increasing and rapid technological changes, demografic
expansion, intensive urbanization, ecosystem service changes, emerging types of natural and tehnogenic
hazards, coupled with global political turmoils, as well as challenges in effective usage of limited
resources, lead to intensive improvement of the process of environmental quality monitoring and
reporting, primarily in the field of informing the relevant stakeholders. [1] According to [2]
environmental information systems are the core of contemporary urban environment management
systems, and a prerequisite for the proper, timely information of the public. In [3] many areas are covered
and connected with the environmental information system usage, like:

»  Computer Modeling,

+ Data Management,

* Data Mining,

* Environmental Analysis,

*  Geographic Information Science,

* Remote Sensing,

* Risk Assessment,

* Sustainability.
At the other hand, many authors [4] stressed the importance of conceptual framework for the
environmental information systems implementation. Within the European Union, information and
communication systems are recognized as the main factor influencing economic growth and innovation,
and among the seven leading initiatives of the economic strategy Europe 2020, is the Digital Agenda
for Europe, which indicates the importance of information and communication systems in development
modern economies. [5,6]
The environmental information system is an organized set of knowledge about the environment that
aims at appropriate behavior towards it. On the basis of this information system, it is possible to forecast
future changes in the environment, to create forecast and dynamic models. The environmental
information system is important for establishing legislation and monitoring the state of the environment,
because control of the state of the environment is possible if information on the state is available, and
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environmental management is possible only if the subject of management is known. The task of the
environmental information system is to provide access to environmental, economic, demographic,
health and social data, with the aim of harmonized sustainable development. [7]

METHOD

For the purposes of research, the existing environmental information systems on national and
international scale were analized. The syntetic report of identified characteristics are provided within
result part of the paperwork.
In that sense, the basic types of information and communication systems are:

» radio connections,

» fixed telephony,

* mobile telephony,

e Internet communications,

*  Geographic Information System (GIS),

» television and radio stations,

» data warehouses,

* enterprise resource planning,

* enterprise systems,

e expert systems,

» search engines,

» global information system,

» office automation.
An environmental information system represents a formal, sociotechnical, organizational system
designed to collect, process, store, and distribute environmental-related information (often in form of
aggregate indicators or indexes). Within a sociotechnical perspective, all information systems, even
those in the environment are composed by four components:

¢ task,

* people,

» structure (or roles), and

» technology.
Environmental information systems provide information on environment and related subject areas to
researchers, academicians, policy planners, environmentalists, scientists, engineers and the general
public, while shaping what people see in the environment, and how they collaborate to deal with
environmental problems. [8]

RESULTS

Information and communication systems in national frameworks of importance for efficient risk
management in the environment and society are:

» information system of the Republic Hydrometeorological Institute,

* information system of the Environmental Protection Agency,

» information system of the Ministry of Interior,

» information system of the Ministry of Health,

» information system of the Ministry of Defense,

» seismological information system, and

*  GeoSerbia geoportal, etc. [7]

Information and communication systems in an international framework of importance for effective risk
management in the environment and society are:

* Global Monitoring System (GEMS) - enables organized monitoring of the state of the
environment, through 25 main global monitoring networks, each of which has an appropriate
database, and the data are comparable,

» International Environmental Information System (INFOTERRA) - is the main channel for
international exchange of environmental information supported by a global network of
governmental and non-governmental actors,

* Global Resource Information Database (GRID) - is a global network for georeferenced
environmental data, which is used to archive, collect and transmit digital information
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downloaded from maps, satellite images, statistical tables and other sources within and outside
the United Nations system,

*  Global Knowledge Management Portal for Disaster Reduction (PreventionWeb) - is a key portal
for defining user needs and exchanging information relevant to disaster prevention, as well as
developing tools that support working in a collaborative environment. Contains information
related to the design and development of projects in this area, and

*  European Network for Environmental Information and Monitoring (EIONET) - is a basic tool
for cooperation between the EEA (European Environmental Agency) and its member states. [7]

Global Monitoring System (GEMS) was inaugurated in 1975, and it monitors weather and climate
changes around the world, as well as variations in soils, the health of plant and animal species, and the
environmental impact of human activities. GEMS operate in over 142 countries. GEMS networks
monitor air pollution, including the release of greenhouse gases and changes in the ozone layer, and air
quality in various urban center; they also gather information on water quality and food contamination in
cooperation with the World Health Organization and the Food and Agriculture Organization of the
United Nations. [9] GEMS had s strong focus on water resources, which is noticeable from its databases,
like GEMSat. That database database contains more than 4 million entries for rivers, lakes, reservoirs,
wetlands and groundwater systems from 75 countries and approximately 4000 stations. Overall, data is
available for the time period from 1965 to 2017 and about 250 parameters.

International Environmental Information System (INFOTERRA) was created by the United Nations
Environment Programme following the United Nations Conference on the Human Environment held in
Stockholm, Sweden, in June 1972. Novadays, INFOTERRA has become one of the world’s largest
environmental information system.

Global Resource Information Database (GRID) is dedicated to making environmental information more
readily accessible to environmental analysts as well as international and national decision makers. Its
mission is to provide timely and reliable georeferenced environmental information and access to a
unique international data service to help address environmental issues at global, regional and national
levels. It was established in 1985 under UN Environment Program (UNEP) in order to integrate the
scientific understanding of earth processes and sound management of the environment at national,
regional, and global levels.

PreventionWeb is a collaborative knowledge sharing platform on disaster risk reduction (DRR),
managed by the UN Office for Disaster Risk Reduction (UNDRR). The site offers a range of knowledge
products and services to facilitate the work of DRR professionals. [10] It was launched in 2007. under
the Hyogo Framework for Action (an UNISDR initiative focusing on disaster risk reduction).
European Network for Environmental Information and Monitoring (EIONET) is a partnership network
of the European Environment Agency (EEA) and its 38 member and cooperating countries. The EEA is
responsible for developing Eionet and coordinating its activities together with National Focal Points
(NFPs) in the countries, as shown in Figure 1. [11]
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Figure 1. EEA member and cooperating countries
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The regulation establishing the EEA was adopted by the European Union in 1990. It came into force in
late 1993 immediately after the decision was taken to locate the EEA in Copenhagen. Taking up its work
in 1994, Eionet has become a well-known and trusted provider of high-quality data, information and
assessments for Europe. [12]

DISCUSSION

Developed information system in the society - environment system is the key for achieving:

» functional distribution of information on the state of the environment and society,

* two-way communication, and

* robustness in case of emergencies.

Information and communication systems in regular circumstances must be adapted to the needs of users
at a given time. In the event of an emergency (accidental pollution substance release, increased air
pollution level, an unusual trend of ionizing and non-ionizing radiation...), response plans should allow
for the integration of most existing communication systems into a single system.

The possibility of transferring information at a lower technological level is also important, e.g. by courier
or direct contacts. On the other hand, large telecommunications companies (mobile phone operators,
etc.) can be part of an information system for:

* popularization of responsible management of the environment and society protection through
the development of applications for visualization of environmental components for the
dominant operating platforms: i0OS, Android, Windows mobile, and

* popularization of safety culture, itidem.

In terms of communications, the characteristic of emergency situations is:

* increased flow of information, often unnecessary and

* reduced information transmission capacity, which can lead to possible congestion that
endangers or disables line services.
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Information system for emergency situation communication and management is also very important
from the aspect of environmental protection. In this paperwork its significance is only partially treated,
while such a system due to its complexity should be the subject of some future research. [13]

CONCLUSION

What is most important from the aspect of environmental quality management is answering the question
of how environmental resources are managed. The answer to this question implies an understanding of
all information and relevant data related to an environmental resource. At the other hand, understanding
stakeholders needs, as well as opportunities and limitations in environmental resources, is essential for
efficient resource management. This requires the dissemination of modern scientific knowledge, as well
as the establishment of a dialogue between individuals and responsible institutions. With relevant data,
properly disseminated throughout reliable environmental information system, appropriate development
strategies can respond in the right way to the challenges of resource availability and sustainability, then
the challenges of distribution, access, rights of use, and so on. Effective communication between
different users and different levels is the key to successful environmental resource management. Only
in the case when the needs are clearly defined, resources can be managed in an acceptable way, i.c.
sustainable way.
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ICTs AS A SUPPORT FOR THE EDUCATION FOR SUSTAINABLE DEVELOPMENT

Abstract

The use of information and communication technologies (ICTs) is standard in modern education,
especially as a support in the field of education for sustainable development. Given that a number of
international conferences emphasize the subject, this paper is focused on the importance and the
application of the ICTs for the education for sustainable development. The paper shows that ICTs can
be used as information resources, tools and portals for teachers, as well as a support for the classroom
activities and a means for distance/e-learning. In addition, the paper focuses on the application of ICTs
in the context of SDG 4 of the 2030 Agenda, which refers to the quality education, as well as on the
challenges and the barriers for the efficient use of ICTs in the education for sustainable development.

Key words: ICTs, sustainable development, education, e-learning

THE NOTION OF ICT (INSTEAD OF INTRODUCTION)

The notion of information and communication technology has become a feature of modern society. It is
used on a daily basis in various spheres of human activity, but, on the other hand, it is accompanied by
a real “terminological confusion” and dilemmas.

At the time when computers became an integral part of the school system (in the late 70s), there was a
discussion on computers in education. They were followed by the use of printers, scanners and other
devices which were altogether known as information technology (IT). With the expansion of the internet
and computer networks, email and internet browsers, a new term has been adopted - information and
communication technologies (ICTs) [1]. Noor ul Amin [2] states that the term IT was used to denote the
convergence of computer technology and communication technology (early 80s), and was replaced by
the term ICT (90s) to emphasize the communication aspect. According to Kanvaria & Bisht [3], ICTs
are similar to IT, but ICTs are primarily focused on communication technologies, such as the internet,
wireless networks, mobile phones, etc. ICT includes any communication device or application: radio,
television, mobile phone, computer (hardware and software), satellite systems, etc., as well as services
and applications related to them, such as video conferencing and distance learning [2]. It is a
comprehensive term that includes “the full range of electronic tools by means of which we gather, record
and store information, and by means of which we exchange and distribute information to others” [1, p.
4]. The handbook Guidelines for Improving the Role of Information and Communication Technologies
in Education [4, p. 14] states that “information and communication technologies (ICTs) include
computer hardware and software and electronic means of communication used for collecting,
processing, storing and exchanging information, including appropriate services and facilities”.
However, there is no universally accepted definition of ICT, given that the concepts, methods and
applications of ICT are constantly evolving and the understanding and application of ICT may depend
on the context in which they are used. The broader definition refers to the difference between “old or
traditional technologies™ (radio, television, video, DVD, telephone, computers) and “new or modern
technologies” (video conferencing, e-mail, mobile phones, weblogs, Web 2.0, etc.) [5].

Devanandan & Lakshmi [6] classify information and communication technologies into several
categories: hardware technologies (microcomputers, input and output devices, data storage devices,
etc.); computer software technologies (operating systems, internet browsers, etc.); telecommunication
and network technologies (telecommunication media, processors and software enabling access to the
internet and other networks); data resource management technologies (software for developing,
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accessing and maintaining an organization’s database); mobile network technologies (mobile phones,
iPods, PDAs', etc.).

Regardless of the classifications of technology and different definitions, any type of technology can be
understood as a means or technique by which human capacities can be expanded. When it comes to
information and communication technologies (ICTs), it can be said that they contribute to expanding
the possibilities of perception, understanding and communication [7; 8], i.e. improve thinking, learning
and communication skills, creativity and logic [9]. These and other advantages of information and
communication technologies, which will be discussed later, have contributed to them becoming an
integral, even indispensable part of the educational process, providing support and assistance to both
teachers and students.

EDUCATION PROCESS AND ICT

Education systems around the world face pressure to increase the use of information and communication
technologies, so that students acquire the knowledge and skills necessary to live in a society of
knowledge [10], that is, the knowledge and skills to live in the 21st century [11]. Thus, since the 1990s,
the focus of many educational initiatives and research has precisely been the integration of ICT into
schools. This was done through the development of technological infrastructure, as well as through the
integration of learning and teaching resources based on information and communication technologies
into schools [10]. However, as stated by Vrasidas et al. [12, p. 131], “simply adding ICT in the school
curriculum is unlikely to have substantial effects”. A comprehensive reform that will be guided by social
and economic circumstances, as well as the ability or willingness of teachers to integrate ICT into their
teaching practice is required [12].

Initiatives for the development and integration of educational technologies into teaching are being
launched at the national level in our country as well [13]. They are an integral part of important
documents, such as the Strategy for the Development of the Information Society in the Republic of Serbia
until 2020, which states: “It is necessary to integrate ICT into all aspects of the educational process, with
the goal of more effective and efficient education” (Sluzbeni glasnik RS, 51/2010, p. 45). The Strategy
for the Development of Education in Serbia until 2020 emphasizes the importance of information and
communication technologies for the overall development of the education system [14]. The strategy
recognizes the need to equip schools in remote areas with information and communication technologies
in order to enable the implementation of distance learning; using the advantages of ICT and various
forms of learning in the online environment (electronic conferences, subject blogs, discussion forums,
electronic testing, etc.); teacher training for the use of ICT, etc. (Sluzbeni glasnik RS, 107/2012).
According to Stanki¢ et al. [14], the first official document that comprehensively deals with the
integration of digital and online learning into the education system was adopted by the National
Education Council in 2013. It is the Guidelines for Improving the Role of Information and
Communication Technologies in Education, which deals with various aspects of the application of
information and communication systems in education (competencies, digital literacy, curriculum,
professional development of employees, etc.), emphasizing that the integration of ICT into the education
system is a prerequisite for everyone’s quality education [4].

However, the integration of ICT into education is accompanied by numerous challenges and obstacles.
First of all, in the pedagogical literature one can find different terms that emphasize the use of technology
in the educational process: educational technology [15], informatics/information educational
technology, computer educational technology [16]; informatization of education [17], e-learning [18;
19]; ICT literacy [20] etc. The terms educational, information, informatics, computer, information-
communication, information-computer, technics and technology are often used as synonyms, and there
is a discrepancy in their definition and interpretation. Thus, those who use them (teachers, students,
pedagogues) are often unsure about their true meaning and the role they have in the educational process
[16]. The fact that the introduction of ICT in the educational process is accompanied by shortcomings
can be a true problem. The shortcomings are lack of access to technology, lack of time, lack of
technology skills and knowledge, lack of integration strategies, and lack of support and resources due
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to school policy [21], lack of teachers’ confidence, lack of suitable educational software, rigid structure
of traditional education systems, restrictive curricula, etc. [11]. One of the significant shortcomings is
the lack of professional development of teachers. According to Vrasidas et al. [12], teachers are often
required to integrate ICT into their classroom work, without having been adequately prepared for it. A
survey of teachers’ attitudes towards the use of ICT in Greece [22] found that teachers can be skeptical,
cautious, and even frightened when it comes to integrating information and communication technology
into educational practice under the influence of three factors: the need for more convincing reasons
about the usefulness of ICT in the teaching process, uncertainty regarding the success in professional
development for the application of ICT and the fear that students are more skilled in the field of ICT
than themselves.

Despite these shortcomings, “in considering ICT in education, the question is not whether to use new
technologies in teaching / learning, but when, why and how to use them” [23, p. 41]. The answer to the
question why can be found in the significant advantages of teaching / learning with the application of
information and communication technologies over traditional teaching (Table 1).

Table 1. Traditional versus ICT approach to teaching and learning

The traditional approach involves... Technology enables...

Teacher-centered learning Student-centered learning

Teaching adapted to the average student Teaching adapted to the individual needs of students
The same pace of work for all students Flexibility in the pace of work depending on the

abilities of the students
Learning limited to the classroom and school building | Learning from anywhere

Learning during a school day Learning at any time

Facts and reproduction Critical thinking in the real world context

Individual performance of students Cooperation and dialogue among students and
between students and teachers

Textbooks Up-to-date primary source of information

...parent-teacher meeting each semester Everyday communication between teachers and
parents

Source: Source of table [24]

ICT can improve the quality of education by increasing the motivation and engagement of students,
facilitating the acquisition of basic skills and improving teacher training. Many pieces of information,
which used to be possessed only by the teacher, today can be found on the internet [2]. This is crucial
for education that must be based on the latest knowledge and information, which students can easily
access thanks to increasingly sophisticated search engines. Students are also provided with a variety of
virtual tools that enable them to interact with rich learning materials [25]. Instead of teachers passing
that knowledge and information to students in class, they use the time they spend with students to
encourage problem solving, communication and cooperation, i.e. develop those skills towards which
modern education should be directed [2]. This means that the application of technology in education
contributes to students becoming less dependent on teachers [12] - the development of new technologies
leads to a shift of focus from teacher-centered teaching to student-centered interactive learning
environments [10]. These can be e-Learning, Web-based Learning, Open and Distance Learning, etc.
[2].

Stankovi¢ and Stanojevi¢ [26] discuss how ICT provides an opportunity for an individual/individualized
approach to the student, emphasizing multimedia programs through which abstract concepts can be
presented in an obvious and interesting way. The authors [26] also state that students could explore the
teaching content actively/interactively, learn independently or cooperatively and constructively.

All of the above points show that, despite the indicated shortcomings, the advantages of the application
of ICT in education are multiple: ICT facilitates the realization of education, the educational process
becomes more efficient, and the quality of learning improves. As Shadreck [27, p. 90] states, “the
important role that information and communication technologies (ICTs) play in many educational and
business institutions of the 21st century cannot be overemphasized”. Accordingly, in the field of
education, continuous work is being done on the development of new applications and online resources
to support the realization of learning goals in all disciplines. Therefore, the development of ICT in the
field of education for environmental protection and sustainable development is also in progress [7; 8],
which will be discussed below.
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ICT IN THE CONTEXT OF EDUCATION FOR SUSTAINABLE DEVELOPMENT

Education is seen as the key [28], i.e. the most important tool for achieving sustainable development
[3]. The importance of education for sustainable development has been translated into a special concept
of education for sustainable development (ESD). Education for sustainable development was created by
expanding education for environmental protection in order to include, in addition to environmental
protection, two other dimensions of sustainable development: economy and society. Makrakis [29]
argues that education for sustainable development is more than education for environmental protection
- it includes values and changes in attitudes; represents the vision and mission of change on a personal
and social level and empowers all citizens to take on the role of leaders in the transition to a more
sustainable future. According to Joyce [30], education for sustainable development has been redirected
from a purely environmental perspective to anthropocentric topics, striving to reconcile the needs of
people and the need to protect the environment. Consequently, the definitions of education for
sustainable development have changed, i.e. we have moved from describing only content to process and
competencies that should be developed through education for sustainable development. This requires
deeper changes in education while integrating education for sustainable development into the school
system and curricula and implies the realization of the goals of education for sustainable development
being supported by information and communication technologies [30].

The idea to apply information and communication technologies in education for sustainable
development is present in reports from international conferences on sustainable development and other
important documents, reports and manuals in the field of sustainable development.

In Agenda 21, which describes the strategies for achieving sustainable development in various fields
(resulting from the United Nations Conference on Environment and Development, held in Rio de Janeiro
in 1992), the chapter “Promoting education, public awareness and training” points out the importance
of modern communication technologies (application of audio-visual methods, design of radio and
television programs, etc.) for efficient public information [31].

The application of ICT is singled out in the UN Decade of Education for Sustainable Development
(2005-2014): International Implementation Scheme as one of the seven strategies of sustainable
development [32]. This is also accepted in the UNECE Strategy for Education for Sustainable
Development, which recognizes that the effectiveness of education for sustainable development, among
other things, requires the use of information and communication technology [33].

The international conference ICT Supported Education for Sustainable Development and Global
Responsibility (held in Espoo, Finland, in 2008) promoted the idea of students as active builders of their
own knowledge and the idea of the teacher being a person who is no longer the only source of knowledge
- they become a guides and promoters of knowledge building by the students. The traditional classroom,
as the main place for teaching and learning, is supplemented by activities in natural and cultural
environments, and digital materials, platforms, interfaces and technical tools are becoming common
teaching materials, the same as notebooks and pencils [34].

The importance of communication technologies was also highlighted in a report from the Unifted Nations
Conference on Sustainable Development (held in Rio de Janeiro in 2012) stating that communication
technology, including connectivity technologies and innovative applications, has great power to promote
knowledge exchange, technical cooperation and capacity-building for sustainable development in an
open and transparent manner [35].

Agenda 2030 (Global Development Agenda 2030 adopted at the United Nations Sustainable
Development Summit, held in New York in 2005) points to the importance of ICT and global
connectivity “to accelerate human progress, to bridge the digital divide and to develop knowledge
societies (...)” [36, p. 5]. The 2030 Agenda involves 17 sustainable development goals, the realization
of which is a pillar of global sustainable development. One of these goals, Goal 4, is dedicated to
education: “to ensure inclusive and equitable quality education and to promote lifelong learning
opportunities for all” [36, p. 14]. Despite the fact that there is no goal specifically aimed at information
and communication technologies, ICTs are important for the realization of each of them. In terms of
Goal 4, ICT can help improve education globally. This is reflected in the ability for students to access
learning at any time, from anywhere, as well as in the ability for teachers to prepare for their lectures
anytime, anywhere. Information and communication technologies open the access to education for all,
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especially for underserved populations and for those living in remote areas with depleted resources.
Advances in technology development offer an attractive, innovative platform for curriculum
development, the development of teachers and other employees, teaching, mentoring and training, as
well as for cooperation and exchange of knowledge in real time, i.e. a platform on which governments,
schools, teachers, communities and companies can rely in a joint effort to achieve Goal 4 in an efficient
and responsible way [37]. In Positioning ICT in Education to Achieve the Education 2030 Agenda in
Asia and the Pacific [38] when considering the role of ICT in the realization of Goal 4, the triple role of
information and communication technology in education is pointed out. When it comes to the
development of technology-related skills, ICT is seen as a competence (e.g. the integration of ICT skills
into TVET curricula and training programs; the development of ICT competences of teachers and their
media literacy). ICTs also have the role of a delivery mechanism that provides and improves
opportunities e.g. for distance learning and mobile learning. The third role defines ICT as a tool (e.g. a
tool to support flexible environments in lifelong learning).

The report from the World Education Forum (held in Incheon, Korea, in 2015) recognizes the need and
importance of ICT for strengthening education systems, disseminating knowledge, accessing
information, quality and efficient learning, as well as for more efficient service delivery. The report
states that in any learning environment ICT has great potential to strengthen education for peace and
sustainable development, not only because it is based on student-centered pedagogy, but also because it
enables classrooms to “open up” to the world and facilitates dialogue at the global level [39].

Makrakis [5] has found the connection between ICT and education for sustainable development in the
fact that ICT can be a context for education for sustainable development, as well as education for
sustainable development can be a context for ICT. This connection is reflected in the following: (1)
subject matters in sustainable development, i.e. problems from the sphere of society, economy and
environmental protection covered by the school curriculum, at the same time represent an opportunity
for the development of ICT skills; (2) the methods used in education for sustainable development are
harmonized with constructivist and transformative learning theories, which provides the possibility to
use appropriate ICT learning tools such as conceptual mapping, modeling, social networking; (3) when
considering topics such as cultural diversity and intercultural understanding, health, natural resources,
climate change, poverty reduction, rural development, etc., we may consider the possibility of using ICT
in these areas, key to achieving sustainable development [5].

Application of ICT in education for sustainable development

Paas [8] discusses three broad categories of the use of ICT in the field of education for sustainable
development: (1) ICT as a source of information, tools and portal for teachers; (2) ICT as a support to
classroom and extracurricular activities; and (3) ICT as a tool for distance learning/e-learning/online
learning.

ICT as a source of information, tools and portal for teachers. The internet is rich in information on the
application of information and communication technologies in the field of education. There are
platforms where teachers exchange knowledge, read and publish papers and lesson plans, as well as
opportunities to connect with others to upgrade educational materials for sustainable development.
However, the author [8] points out that there are not many pieces of information on how to apply ICT
in education for sustainable development, when it comes to educational policies, pedagogical
approaches and the application of ICT in the classroom. The reason for this may be the fact that
education for sustainable development was created by expanding education for environmental
protection, which emphasized the activities outside the classroom, i.e. learning from experience, through
the contact with nature.

ICT as a support to classroom and extracurricular activities. The emphasis is on using ICT applications,
based on key pedagogical methods that contribute to education for sustainable development. These are
the applications designed to encourage collaboration and connectivity (e.g. ePals®>, iEARN?, ENO-
Environment Online*), learning based on real life experiences (e.g. Space for Species’, Hands-On

2 https://www.epals.com/#/connections
3 https://iearn.org/

4 https://www.enoprogramme.org/

5 http://www.spaceforspecies.ca/
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Universe®, The Globe Program’), as well as systemic thinking (modelling, smulations and games, npr,
STELLA Software®, SimCity, Rich Man Game) [8].

ICT as a tool for distance learning/e-learning/online learning. The area of education in which ICT is
most used is distance learning [8]. Distance learning is learning supported by electronic and non-
electronic media (it can also include printed materials). It is a broad, comprehensive concept, which
includes both e-learning (learning with the help of all electronic media, whether it is off-line media or
web technologies) and online learning (takes place exclusively with the help of the internet) [40].
Starting from the incredible spread of distance learning, supported by ICT, opportunities for education
for sustainable development have increased significantly: anywhere and anytime [41]. In addition to the
possibility of education independent of location and time, other advantages of e-learning also contribute
to the wide application of distance learning, i.e. e-learning and online learning in education for
sustainable development. According to Stanki¢ et al. [14], those are: adapting the content and pace of
learning to individual needs and learning styles, opportunities for lifelong learning, opportunities for
professional development and retraining, access to expert lectures around the world, flexibility and
efficiency, encouraging analytical thinking and independent problem solving, etc.

Otto & Becker [42] claim that in higher education, the implementation of e-learning, on the one hand,
can be seen as a strategy to achieve (greater) sustainability, while, on the other hand, e-learning provides
tools to teach and promote sustainable development in a variety of innovative ways. These are the tools
such as: Learning Management Systems (LMS)’; which may include various student activities, such as
on-screen testing and peer-assessment; blended learning, i.e. a combination of online learning and face-
to-face interaction; virtual mobility'’; and MOOCs (Massive Open Online Courses)'' [42]. Many
MOOC:s in the field of sustainable development are available on platforms such as Coursera'?, edX"?,
SDGacademy'?, StudyPortals'>, Udemy'®. However, according to Joyce [30], rarely does the MOOC
refer to education for sustainable development as such - the courses do not cover the pedagogy, strategies
and approaches necessary for teaching and learning about / for sustainable development.

Based on research regarding the integration of ICT and digital tools in education for sustainable
development, Fauville et al. [25] classified these tools into two groups. The first group includes those
tools that are used in the classroom. Those are, for example, Google Earth'’; E-Junior'®; Appropedia';
games such as River City and Quest Atlantis; virtual field trips; virtual museums, etc. The second group
includes digital tools used outside the classroom. It is about the application of laptops that enable data
collection and simulation of various situations as in the case of the educational game Environmental
Detectives.

Examples of good practice

Some examples of the application of ICT in the field of education for sustainable development are shown
below.

ICT-enabled Education for Sustainable Development. Several European universities (University of
Crete, Dublin City University, Daugavpils University, Frederick University, Open University of Cyprus,

® http://handsonuniverse.org/

7 https://www.globe.gov/

8 https://www.iseesystems.com/

® LMS is a software program that helps you create, manage and deliver e-learning courses

(https://www talentlms.com/what-is-an-lms#definition)

10 Virtual mobility refers to students and teachers in higher education using another institution outside their own
country to study or teach for a limited time, without physically leaving their home
(https://en.wikipedia.org/wiki/Virtual mobility)

' A MOOC is an online course with the option of free and open registration, a publicly shared curriculum, and
open-ended outcomes [47]

12 https://www.coursera.org/search?query=sustainable%20development&

13 https://www.edx.org/course?search_query=sustainable+development

1 https://sdgacademy.org/courses/?2c=21#

15 https://www.distancelearningportal.com/search/#q=di-127|mh-blended,online

16 https://www.udemy.com/courses/search/?ref=home&src=ukw&q=sustainable+development

17 https://www.google.com/earth/

13 https://www.ejunior.ae/en/index.jsp

19 https://www.appropedia.org/Welcome to Appropedia
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University of Graz and Uppsala University) have proposed “ITC-enabled Education for Sustainable
Development” project aimed at developing a joint Master’s program (through a virtual platform) in the
field of the application of ICT in education for sustainable development. The program is intended for
experienced practitioners in schools, communities, NGOs, government bodies and development
agencies, or those who want to play a key role in the field of education for sustainable development in
the environments in which they work. The program includes the development of interdisciplinary
modules in the field of environmental protection, society and economy and a virtual platform for posting
materials, student data, work schedules, monitoring progress, etc. (through a combination of the Moodle
and Ma-hara platforms). Also, the development of an online training manual for university staff is
planned in order to integrate sustainable development education into their teaching and/or implement
virtual tutoring modalities and its implementation within 25 partner universities to support joint Master
Program [41].

The ENVETI Project. “Inter-communal Teacher Professional Development on Environmental Education
and Technology Integration” (ENVETI) project was designed with the idea of developing an online
community of teachers in Cyprus, which will provide opportunities for lifelong learning in the field of
environmental education and technology. By exchanging ideas and experiences, teachers (from the
northern part of Cyprus inhabited by Turks and the southern part inhabited by Greeks) create joint
projects and activities on the environment and technology, i.e. lesson plans and activities that become
available to anyone interested in their practical implementation. With the development of the project,
students also get involved [12].

Virtual Field Trips (VFTs). Virtual field trips have been developed as part of multidisciplinary courses
offered by universities and colleges in the United States, which relate to the connection between the rise
or fall of a particular civilization and sustainable or unsustainable approaches to the use of land and
water resources. The initial idea was to bring students closer to complex real situations in order to
develop their critical analysis skills, i.e. by considering different experiences, the goal is for students to
discover some new associations that will serve as a basis for real dialogue in the classroom and deeper
understanding of complex situations. Virtual field trips are designed as a website (globally available)
with tools such as videos, slides and animations. Textual records serve as a guide to the story, and maps
illustrate spatial relationships. Students have access to an interactive tool for “layering” maps, which
encourages them to explore current and historical relationships between geological landforms, political
boundaries, and geographical landmarks [43].

Climate challenge. It is a game created by the British Broadcasring Corporation (BBC) in which the
player is in the role of President of the European Nations. Their task is to solve the problems of climate
change, without losing their popularity among voters™. As stated by Fauvelle et al. [25] this game aims
to help understand some of the causes of climate change such as carbon dioxide emissions, raise
awareness of political and policy dilemmas, and provide insight into the challenges that the international
community is facing.

Environmental Detectives. The first AR (Augmented Reality) game designed by MIT (Massachusetts
Institute of Technology) is intended for high school students and students who are in the role of
environmental engineers who investigate the spillage of toxic substances in a watershed. Their task is
to locate the source of the spill, the responsible parties, to devise a plan for repairing the damage and to
identify health and legal risks*'. Thanks to handheld computers, it is possible to simulate sampling,
interview virtual people (e.g. appropriate experts), information on a given geographical area, as well as
on the toxic substance itself (e.g. health risks) [25].

In the field of higher education for sustainability, there is a large number of attempts to establish e-
learning seminars or even virtual campuses on the topic of sustainable development. These include:
“Virtual Campus for a Sustainable Europe”, a joint movement of five universities to build a virtual
campus on sustainability at European level; The Virtual Campus about Sustainable Development and
Environmental Management (“SUPPREM?”), developed by the Interfaculty Center of the University of
Geneva; and within the PASDEL project (“Practical Sustainable Development through E-Learning”),
e-courses on sustainability in four European languages.

20 http://www.bbc.co.uk/sn/hottopics/climatechange/climate _challenge/
2L http://web.mit.edu/mitstep/ar/ed.html
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During 2008, an international virtual seminar on “Sustainable Development in Europe and Latin
America” was conducted, based on a cooperation project between three European and six Latin
American universities [44]. The main objectives of the course were to acquire knowledge about the key
elements of sustainability and about the distinctly different perspectives of Europe and Latin America.
In addition, the aim of the seminar was to develop interdisciplinary and intercultural competence and
improve intercultural communication. The seminar was realized during more than fourteen weeks.
Moodle*’-based learning environment was used. During the seminar, students from different countries
discussed various topics related to the problems of sustainable development, but they also worked on
solving specific issues in smaller groups.

These and other numerous examples [45] testify to the wide possibilities of using ICT in education for
environmental protection and sustainable development. However, since these are individual examples,
the impossibility of their generalization in terms of creating specific guidelines for the application of
ICT in teaching is a significant disadvantage. According to Joyce [30], in many studies the assessment
of the impact of ICT in the context of learning is reduced to only one case study, which diminishes the
significance of that assessment for a specific practice.

INSTEAD OF CONCLUSION & CHALLENGES AND BARRIERS TO THE APPLICATION
OF ICT IN EDUCATION FOR SUSTAINABLE DEVELOPMENT

The application of ICT in education for sustainable development is accompanied by various challenges
and obstacles. In researching the challenges and barriers that prevent environmental science teachers
from using ICT [27], the following has been identified: (1) poor infrastructure, lack of equipment and
web-based resources in classrooms; (2) lack of competencies, professional development and technical
support; and (3) lack of technological and pedagogical knowledge. Joyce [30] singles out the problem
of access to technology, non-acceptance of technology by teachers and lack of institutional support as
primary shortcomings. The author [30] especially emphasizes the necessity of continuous professional
development of teachers, as a precondition for the application of innovative ESD pedagogies, supported
by the efficient use of ICT. As stated by Andi¢ [46, p. 126] “education of teachers who work in the field
of education for environmental protection and education for sustainable development is more than just
a component - it is their indispensable factor and carrier”. Furthermore, it is necessary for teachers to
adapt to modern, newer methods and technologies imposed by the new ecological-humanistic paradigm
in the context of the global information society [46].

Makrakis & Kostoulas-Makrakis [41] point to several significant challenges that arise in seeking to
integrate ICT into education for sustainable development: the education sector lags behind in exploiting
the potential of ICT to promote education for sustainable development; ICT can facilitate access to
education for sustainable development to disadvantaged people, marginalized groups and communities
—however, the “digital divide” remains one of the biggest challenges; planning education for sustainable
development with new pedagogy is an essential part of building a whole school approach to ICT-enabled
education for sustainable development; disseminating and exchanging information on innovative ways
of education for sustainable development with the support of ICT can create opportunities for the
integration of education for sustainable development into the curriculum supported by information and
communication technologies; educational and policy makers often lack a vision of an education model
for sustainable development supported by information and communication technologies.

Generally speaking, technology is nowadays an indispensable part of education, and thus education for
sustainable development. Despite the difficulties, the importance of ICT in the process of disseminating
knowledge and information on sustainable development is their greatest advantage when it comes to
education for sustainable development. According to Paas [8, p. 23], ICT can be used to reach a larger
number of students and devise new ways of learning and understanding “that will be required to
implement the complex solutions required for sustainability”. Further expansion of network
technologies, information flow and computer technology capacities, accompanied by increasing

22 Moodle is an open source solution originally discovered by Martin Dougiamas to help educators create online
courses that focus on interaction and collaboration building - this is based on the principles of social
constructivism. Moodle is widely used and has more than 70,000 registered installations worldwide
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“intimacy” of users with tools and applications based on social networks, and the adoption of innovative
pedagogical methods in the education system offer new and exciting opportunities for education for
sustainable development [8].
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NEW TRENDS IN THE DEVELOPMENT OF THEORIES OF OCCUPATIONAL SAFETY

Abstract

The traditional theory of occupational safety has played an important role in promoting the development
of occupational safety. Its use effectively reduced the number of casualties and saved thousands of lives.
However, it turned out that the "margin effect”" has become more and more obvious. World statistics
show that the number of accidents at the workplace has dropped to a certain level and can no longer be
reduced to zero. This means that it is necessary to search for new methods in theory that would help
reduce the number of accidents. A review of recent articles in this field shows us new trends in the
development of safety and safety at work.The Chinese study looked at the benefits of the Job Safety
Analysis (JSA) in the construction industry. Safety-Related Data (SRDs) are important factors for
making Safety Decision-Making (SDM) in a company. A systematic approach to risk assessment in the
field of occupational safety and health is linked to a new process for identifying risk factors together
with weighing the influence of these risk factors. For the weight of the factors in adverse events, a multi-
criteria model is used to analyze the analytical hierarchy. Using appropriate Big Data processing, we
can achieve more efficient forecasting of crisis events that lead to accidents at work.

Key words: working environment, models, safety.

INTRODUCTION

Industry 4.0 (abbreviation I 4.0) is often called the Fourth Industrial Revolution. In the fourth industrial
revolution, smart grids are the ones that will bring about fundamental change. It represents a huge
potential for greater flexibility and profitability of the industry, strengthening the competitiveness of the
economy, for new jobs and a high standard of living. Industry 4.0 is a common term for technologies
and concepts to regulate the entire value chain. This industry is a revolution in manufacturing and brings
industry a new perspective on how manufacturing can be obtained with new technologies to achieve
maximum production with minimum use of resources. Industry 4.0 is a German project that combined
manufacturing with information technology (Adolph et al., [1]). The result of this collaboration is the
development of factories that are “smart,” meaning that they are very resource efficient and adapt very
quickly to management goals and current industrial scenarios [2]. The information technology part of
Industry 4.0 consists of a cybernetic system (CPS), cloud computing, and the Internet of Things (IoT).
Due to the CPS, the whole plant is quickly adaptable [3]. It is a system shaped by the integration of
physical systems; in the case of production, these are machines such as CNC, lathe, etc.

Most of the studies reviewed focused on the development of theories listing the advantages and
limitations of Industry 4.0. However, current research trends focus on investigating the relationships of
factors influencing the performance of Industry 4.0. Further studies on the successful implementation
of Industry 4.0 in different industrial environments are needed to improve understanding of these factors.
Improved understanding will make it possible to provide guidelines for the successful implementation
of new technologies according to the specific characteristics and requirements of the industry. However,
it will allow companies to think before introducing new technologies (Oesterreichand Teuteberg, [4]).
Multicriteria decision-making techniques such as interpretive structural modeling (ISM) and analytical
hierarchical process (AHP) can be used to develop these relationships.

Lean manufacturing has played a key role in mass production systems focused on improving product

quality in order to satisfy customers. Industry 4.0 and lean manufacturing approaches can be mutually
supportive (Mrugalska and Wyrwicka, [5]). The reviews highlight various Industry 4.0 technologies that
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increase the combining power of organizational improvements, or adjustments to the development of
these new technologies that need to be analyzed for their impact on lean manufacturing (Mrugalska and
Wyrwicka, [5]). Studies need to be carried out on the practical application of lean manufacturing
implementation in smart manufacturing systems. In this regard, various security problems arise that can
be solved with new models based on mathematical and physical models.

METHODS

A review of the literature is an essential part of any research work. Assessing and analyzing the relevant
literature allows us to identify potential research gaps. By reviewing this literature, we achieve the
strengthening of the field of study (Tranfield et al. [6]). Saunders and colleagues [7] prescribed a
structured literature review with an iterative cycle of identifying relevant keywords in the search for
relevant literature and performing analysis at the end. In this paper, the authors have adopted a similar
review procedure. For research on new security trends [8], relevant sources of publications on industry
4.0 and smart manufacturing developments were first identified. For this, the authors referred to articles
from the Web of Science (WoS) database, which contains a large number of acclaimed publications
such as Emerald, Taylor and Francis, Springer, IEEE and Elsevier. Through resource analysis and
inductive reasoning, we try to find guidelines for safety science development trends.

RESULTS

Dynamic entropy safety model [9]

Traditional safety analysis uses the method of qualitative analysis from occupational safety theories.
Multi-year accident monitoring through safety analysis shows that this analysis does not give adequate
effects. It is very difficult to find the rules of events that lead to an accident, especially if we consider a
small number of similar events. According to the traditional theory of occupational safety, the accident
can be attributed to dangerous human factors, dangerous condition of equipment, dangerous
environmental factors and inadequate management of occupational safety, etc. For example, road traffic,
some drivers drive a certain route safely and other drivers experience an accident on the same route at
the same time. We assume that the accident was caused by the driver's behavior, for example due to
speeding. Although the car is operating normally, it will cause an accident due to rainy weather or driver
fatigue, or due to an improper reaction resulting from the current incoherence. These seemingly
scientific rules are actually based on insights from an accident analysis. This, in turn, means that there
are still many unknown causes leading to the incident.

Wu and Li [9] tried to avoid problems with a new theory. With the help of data statistics and analysis of
events that lead or do not lead to an incident, we can determine more precise rules that lead to an
accident. When the analyzed sample is large enough, it provides us with sufficiently reliable results.
Therefore, with qualitative analysis, we use deductive methods based on the idea that a general event is
successful (without an accident) against a specific - incident event. The entropy law from physics is
used on the solution model. The theory of success of safety at work using entropy is proposed, which
establishes a dynamic model of safety entropy.

Based on the theory of success in the field of occupational safety, a construct of the occupational safety
system is proposed. To facilitate the study, we divide the system into four modules:

* human,

* material,

* environment and

* management.

Thus, the system is divided into a study of each module. For each module, according to the success
theory of occupational safety, we want to master the dynamic information in the process development.
In order to improve the use of module accuracy, we also want to know the basic information about the
module. We try to gather all possible events about the success of the system. In doing so, we can use
data mining or other technology in which we find rules and characteristics that maintain a normal state.
With this realization, we can suggest measures to control the system. Through the analysis of each
module and the use of technology for the normalized state of the entire system, we also achieve the
security goal.
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The number of events triggered by people’s daily lives is very large. If we can start research from success
events, and study the development of success events and rules, then we will comprehensively and
accurately grasp the development trend of events and finally solve the problem of safety at work. It is
proposed that the theory of occupational safety success be based on the study of the dynamic process of
the system as a means of applying an appropriate method to investigate the rules and characteristics of
the system. Here we define a system as an independent unit of general events, which is an organic whole
of one or more components. We separate the basic and dynamic data of an individual module, which are
obtained by one of the data collection methods. Because there is too much data, we use computer
methods of mining and analysis. So we get the data system as we see in Figure 1.

Figure 1. Form of the system of success theory of safety at work.
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(Source [9])

We imagine the model as a dynamic physical system. The second law of physical thermodynamics states
that the entropy of an isolated system increases until equilibrium is reached (Denbigh and Denbigh, [10];
Grandy, [11]). Physical theory is used in the safety system. The level of danger in such a system
represents entropy. According to the law of thermodynamics, therefore, in an isolated system where
there is no external influence, the entropy of the system increases until it reaches a maximum. From a
macro point of view, at this point the system is likely to cause an accident. We will prevent this by
introducing energy into the system that maintains entropy. Even in the case of excessive energy intake,
system disturbance (entropy) can be reduced and the level of system security can be improved. This
explains why we emphasize the need to improve occupational safety management, occupational safety
training and inputs for occupational safety. These are the input data of external energy to the system,
adding energy to the system to reduce disturbance that is to reduce the entropy of the system.

In traditional occupational safety, we see that measures to prevent incidents or accidents relate to the
time of adding energy to the system (current implementation of the measure). This will reduce the
entropy of the system (dangerous disturbance) in a short time, but the disturbance (entropy) will start to
change again. Therefore, it is necessary to regularly implement measures, constantly adding energy to
the dynamic system. (Example: Training employees for safe work cannot be a one-time measure.) A
one-time addition of energy does not meet the needs of a regulated system that does not change in the
long run and its essence is to reduce the initial entropy to a certain level. Any omission of adding energy
(measures) to a system causes an increase in entropy in that system. The model proves to us the need to
constantly add - improve risk reduction measures.

Use of data-driven safety decisions [12]

How to make an effective safety decision is always an interesting safety management issue. Safety-
Related Data (SRD) is the most valuable tool for making safety decisions in organizations (SDM),
especially in today's era of large amounts of data. Researchers focus on the impact of the potential values
of SRD for SDM decisions and seek to systematically answer some fundamental questions concerning

M&S 15 (2020) 37



the new SDM paradigm, known as data SDM, from a theoretical point of view. These issues are
examined from the following aspects:

(1) what is it,

(2) what are its benefits,

(3) what are its theoretical foundations,

(4) what basic elements it consists of,

(5) what factors affect it, and

(6) how the organization should implement it and implement smart security management through its
use.

Other theoretical and practical contributions include:

» discussion of the problems of traditional SDM approaches and how to solve them, justification for
creation

e and the study of SDM data and proposals for future research. The article [12] is the first to examine
the specific issues of data SDM, so its results have important implications for the future of research
and practice in the field of data SDM and smart security management.

» Data scientists convince us that we are “completely data” so completely dependent on the data we
collect. This can be disputed, and there is no doubt that the concept of 'data-driven' can play an
increasingly important role in SDM.

In recent years, the Occupational Safety and Health Services have begun to closely monitor the SRD
data included in the collection of data on the production process. More and more researchers and security
management practitioners are realizing that SRD plays an important role in security and is a valuable
tool for security management, especially when it comes to big data. In addition, the data impact on SDM
is seen as a new and effective challenge to address the safety issues facing traditional occupational safety
and health. However, it is not enough to consider data-based SDM as the greatest option for SDM and
smart security management. There is a strong lack of supporting theory that guides the implementation
of SDM in the area of safe management. In other words, although data-driven SDM has gradually alerted
researchers to safe management, an in-depth theoretical study on data-driven SDM is not yet available.
There are still many unanswered basic questions about SDM based on data. The article [12] was intended
to systematically answer some basic SDM questions based on data, from a theoretical perspective, to
provide a solid theoretical basis for future research and practice of data SDM. Key directions for future
data-based SDM research are proposed. Clearly, data-based SDM is a new approach that uses high-
quality SRDs to support, guide, and improve SDM and achieve smart security management in the
information age, especially in the big data age. Therefore, data-based SDM is a popular topic and will
continue to be so in the future. The study [12] is the first work to examine the basic issues of a specific
data SDM. The results of this study are important implications for the study and implementation of SDM
data.

Changes in the working environment [13]

The way of employment in the EU has changed dramatically over the last ten years. Other forms of work
have grown: part-time employment, work from home, agency work, fixed-term work, contract work. (A
common term for most of these works is precarious work.) New forms of work are also changing the
work environment. “Changing or a new work environment” is a broad term that encompasses new trends
in the work environment. The changing work environment is becoming more common, so they looked
for terminology and a description of new trends in the literature, European and international reports,
European studies and the European Commission's Green Paper and communications. New trends in the
work environment are caused by new organizational forms of work, new contractual relationships.
Koukoulaki [13] briefly presented new trends in the work environment, including new organizational
forms of work, new contractual relationships, new technologies and changes in the workforce. This
document presents existing evidence on the effects of a changing work environment on safety and
accidents at work. In addition, a basic mechanism is proposed to explain the effects of organizational
factors. Challenges to prevent threats to policy makers are also addressed. Finally, a sustainable system
of work is proposed as an alternative to intensive systems. There is growing evidence that a new work
environment can have a negative impact on safety. The reduction in the number of employees was
related to the reduction in safety results, where lean industries are more likely to have higher injury
rates. Atypical workers are more prone to accidents at work. Existing data also point to a higher accident
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rate for migrant workers. However, further research will also be needed on specific aspects of changing
the work environment and its effects on safety.

There is no evidence yet that the new work environment would lead to a deterioration in safety.
Koukoulaki [13] believes that a mechanism based on intensifying work and reducing resources can lead
to a deterioration in safety procedures and a reduction in safety. The link between job change and poor
performance has yet to be tested in future studies. With the new findings, greater security will be able
to be established. Obviously, with the new work environments, the ways of preventing accidents at work
will also change. The EU policies presented by Koukulaki [13] in their article are intended to strengthen
regulation, promote certification systems and improve training. While these new approaches may help,
they are fragmented and cannot solve the whole safety problem. Organizations play a key role in
avoiding the negative relationship between new trends and safety. The intensity of work as a mechanism
is expected to result in negative effects. To alleviate these effects, alternative systems that are more
compatible with humans should be promoted. Such systems are defined in the literature as “sustainable”.
The concept of sustainable systems is borrowed from ecology. Labor intensity refers to the consumption
of human resources in work organizations, and the concept of sustainable work represents a vision of
future competing organizations in which human resources are renewed and allow growth (Docherty et
al., [14]). According to the approach of structural theory (Giddens [15]), intensity is essentially due to
the inadequacy or imbalance of high demands and regulations of work on the one hand and inadequately
developed rules and means in collective action on the other. In order to achieve the characteristics of
sustainable work systems, a new balance of reasonable requirements and available resources needs to
be found by reshaping work at a higher level (Docherty et al. [14]).

Multiple strategies can lead to sustainable systems. Group-based self-organization seems to be the
foundation of a more sustainable system of work. The most important aspect of group self-organization
is not autonomy in the classical sense, but the prevalence of resources available to groups. The groups
should establish new group-oriented working rules (mutual support or decision-making). Another
important aspect of sustainability in the organization of group work is democratic procedures, for
example for the election of a group speaker. Last but not least, a key parameter of a more sustainable
work organization is the question of how workloads are determined, the number of employees and other
goals or levels. The new system gives this power directly to the group (Docherty et al., [14]). The new
paradigm of organizations for sustainable work is not easy to follow. In addition, practical examples of
companies using such models are rare. Therefore, they do not provide insight into existing barriers
against them. On the other hand, the development of sustainable work systems is a logical part of the
European debate on the forms of work of the organization, as expressed in the 1997 EU Green Paper on
"Partnership for a New Work Organization". This European vision of 'competitiveness and sustainable
growth through resource reproduction' could be offered in contrast to the American and Japanese
experience (Eijnatten, [16]).

DISCUSSION

Monitoring the security situation in a company is increasingly associated with mathematical models that
try to link input data from the production process in a broader sense with the security situation and the
results it causes. This way of thinking and acting is becoming even more important due to the collection
of all possible production data. We often borrow modeling from other disciplines and sciences. The
example in the first chapter shows that it is quite possible to define the concepts of security with a closed
physical model where the entropy law applies. If we know how to extract safety-related data from the
collected data on the production process, we can influence safety decisions by appropriate data
processing. [ have talked about this several times in connection with Lisrel analysis, big data processing,
and structural models.

In Europe and in the consultation, more and more new ways of employment are emerging, resulting in
a different working environment than we have known so far. Of course, the new work environment also
brings new dangers. This is often a completely different organization of work (lean production with high
work intensity, work from home, part-time work, employment through agencies, employment through
SP (independent entrepreneur) and other contract employment. All this is a great challenge for the
profession and security science and health and process safety.
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CONCLUSION

New technologies and new work organizations bring new risks that we did not know and we were not
able to limit with the current level of knowledge. This forces us into research to better understand the
problems. Every new theory in safety does not mean a qualitative leap in thinking about safer and
healthier work. However, stringing together such theories and connecting them leads to a better
understanding of security. That is why it is important that we take new steps towards safer work. The
multitude of new steps, which may be unsuccessful in their own right, always triggers a qualitative leap
towards some new knowledge.
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WASTE MANAGEMENT FROM FARMS USING THE ZERO EMISSION CONCEPT

Abstract

The aim of this paperwork is to introduce and analyze the zero emission concept. By applying the zero
emission concept, we convert and use the output materials as inputs for other processes. This can be
within the same industry or connected with another industry and even the region. The goal is a circular
flow of matter, which for some process is waste - an outgoing unusable material flow, and for the second
process a useful raw material. The goal of the concept is maximum productivity of resources and
increase of eco-efficiency while simultaneously eliminating waste or pollution. The zero emission
concept aims at efficiency, both from the point of view of environmental protection from an economic
point of view. The zero emission concept is the ultimate answer to the problem of waste. The key finding
of the paper is synergetic description of zero emission concept advantages within different areas. Special
attention is given to the energy potential of farm biomass, particularly to biogas production.

Key words: zero emission, sustainability, efficiency, environmental protection, biogas

INTRODUCTION

Agriculture is a basic human activity. For centuries, agriculture has been a major cause of negative
interaction between humans and their environment. Exponential population growth has also led to a
change in the way food is produced, which is why intensive farming techniques are being used today to
meet the increased nutrition needs of the population. Such a mode of agricultural production has a much
greater impact on the environment, and with the spread of intensive agriculture, the question of the
sustainability of the whole system is raised. This increase also results in an increase in the amount of
by-products, waste materials and other pollution [12]. If they reach the environment there is possibility
of polluting groundwater, soil and air. Agricultural waste is generated in all agricultural facilities and
cannot be classified as controlled waste. Each step in the process of production, processing and use of
food generates a certain type of by-products, which can be considered waste because in this form they
are not needed and have no market value for food producers and food processors (straw, waste generated
during milking of cows or slaughtering animals). These wastes are of organic origin exclusively. Certain
types of waste generated by agriculture are very dangerous and farmers are required to take measures to
control the storage and disposal of these materials in order to comply with environmental regulations
[20]. Many world governments have published guidelines on the method of collection, storage and
disposal of agricultural waste [4]. Farmers can dispose of waste on their land by burying it, dismantling
it or burning it [8].

Burial of the waste is allowed as long as certain measures are taken (providing a minimum distance from
the water source, recording the information about the burial place, providing sufficient depth of the pit
for burial) [17].

The following specifications should be taken into account when spreading waste on the ground, which
include: conduction velocity, soil slope, soil properties (water permeability, freezing or snow cover),
adequate distance from the water source, reduction of influence on neighbors (noise, odor, etc.) [5].
Waste incineration is only allowed if no black smoke is produced - particulate matter suspended in the
air, which is visible as a cloud and there are no other safer methods of disposal. According to the
aggregate condition, the waste can be solid, liquid and gaseous.
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Solid waste includes products from livestock production. The largest amount of solid waste in livestock
production is fertilizer waste. One cow a day gives 35-57 1 / day, one adult sheep 4 1/ day, and 1000
cattle carry 1151/ day of fertilizer. Fertilizer disposal measures include aerobic and anaerobic digestion,
soil spreading, incineration. Plastics are used for various purposes in agriculture. Farmers can dispose
of waste plastics by burying or burning them. The carcasses of dead animals resulting from natural death
or disease can be disposed of by burial or incineration. If no disease is suspected, the carcasses can be
buried until they pollute the environment. The animal tomb must be effectively covered to prevent the
access of animals and birds of prey. In addition, tombs must be properly maintained [7].

In other cases, the carcasses need to burn in the pound. During burning, measures (temperature
elevation) must be taken to completely burn the carcasses in order to prevent the spread of disease
through the environmental media. Finally, it should be mentioned that solid waste from farms can consist
of parts of containers, tires, machinery and garbage. This waste is not only farm-specific, but since it is
produced on farms, proper disposal procedures are required [5].

It is desirable to reduce the quantity of waste or to recycle it. Recycling can be done on the farms
themselves (for example, the use of tires to press plastic wrap during silage production) or the materials
can be sent to specialized recycling facilities [7]. In some cases, it is necessary to train the staff for
collection of waste (for example, the packaging in which they were packed herbicide safeners). As for
the liquid waste from farms should be mentioned: the remnants of fuel and lubricating oils, effluent from
silage, the water after bathing sheep, pesticides, manure and waste water. The key types of gaseous
waste generated on the farm are odor and ammonia, as well as suspended particles. The emission of
gases can be controlled in various ways: aerobic or anaerobic digestion of liquid animal waste (which
will reduce odor emissions), cleaning of objects through air purification, treatment of gas sources with
oxidizing agents, deodorants, biological agents, feed additives, etc.

Ammonia is produced during the decomposition of urea from fertilizer. 40% of the total ammonia, which
is emitted in agriculture, comes from fallow deer, and 30% from the decomposition of bulk fertilizer by
fields [5]. Ammonia reduction measures includes: reduction of protein content in animal feed, efficient
cleaning of facilities and limitation of odor spread into the air. Airborne solids are mainly derived from
parts of plants and are formed during loading and unloading of the same.

FARM WASTE
Farm wastewater

As aresult of the development of agricultural production, both in the world and in our country, there is
a large production of wastewater from livestock, and above all, cattle farms [11]. After treatment, some
of this wastewater is used for irrigation in areas with poor water quality.

Municipal wastewater and wastewater from agriculture is most commonly used for irrigation. What
should be noted is that many countries include wastewater reuse as a very important part in planning the
use and maintenance of their water resources. More intensive use of wastewater in Republic of Serbia
is of recent date. This was due to a change in the way animals were farmed. Grouping is present i.e.
increasing the number of cattle in one place, especially when it comes to breeding pigs. The hygiene
and transportation of excrement from the stables is maintained hydraulically. Liquid manure technique
is very efficient but it produces a significant amount of waste water. On most farms in Republic of
Serbia, this wastewater is temporarily disposed of in open lagoons [19]. In open lagoons, primary
purification was performed in the form of solid particles deposition, as well as biochemical processes of
transformation of substances present in wastewater. Separation of arable production from livestock
production has contributed to the non-use of these waters and therefore lagoons have become an
environmental problem. This problem is solved by the discharge of wastewater into the adjacent
channels, natural or artificial depressions or uncontrolled dispersal in the surrounding soil.

Another solution is the construction of new lagoons, which indicates an insufficiently substantiated

amount of wastewater for sizing existing lagoons or the lack of use of that wastewater. Of course, in the
previous period, the use of manure was present, whether it consisted of a liquid and solid phase, or that
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only the solid phase was used more. From the aspect of wastewater use from livestock, and especially
cattle farms in agricultural production, it can be concluded that it is agricultural and economically
justified, but special attention should be paid to minimize adverse impacts on human health and the
environment.

Characteristics of wastewater from cattle farms

In the case of agricultural wastewater, they generally include those from livestock farms, and especially
cattle farms. Their technology involves intensive use of water, thus generating large quantities of
wastewater. The wastewater from cattle farms are alkaline with a strong mineral and organic load. High
concentrations of chloride, sodium and ammonium ions are especially emphasized, which is mainly due
to the activity in the production process, but also to the transport conditions and length of time that the
wastewater spends in the pools [2]. Also, wastewater from cattle farms contains significant amounts of
nutrients for crop production such as nitrogen, phosphorus and potassium [3]. Soil is also very important
filter for elimination of pathogenic microorganisms that enter wastewater from cattle farms [20]. As
constituent parts of wastewater from cattle farms the following useful substances are: organic matter,
nitrogen, phosphorus, potassium, sulfur, calcium, magnesium, iron, microelements, parts of microflora
and micro fauna.

Among the harmful substances found in the wastewater from cattle farms are: some heavy metals,
pathogenic microorganisms, residues of disinfectants and cleaning agents, foam, etc. Due to the positive
characteristics of wastewater, it is often emphasized that they can be used as fertilizer, accordingly,
wastewater is usually identified with liquid manure. Wastewater contains a unit of excreta and four units
of water with food residues, as well as disinfectants [11].

Air pollution

Liquid manure also contains microorganisms that break down organic components under anaerobic
conditions, producing harmful gases such as hydrogen-sulphide (H,S), carbon dioxide (CO.), ammonia
(NH3) and methane (CHs). The production of these gases is conditioned by the activity of
microorganisms in the manure, and thus at high temperatures and with a higher proportion of organic
components the production of gas increases. Knowing the basic characteristics of these gases is very
important. Due to ignorance and failure to follow safety precautions can cause significant health
problems, damage to the body and the environment.

a) Hydrogen sulfide (H.S)

It is the most toxic and dangerous gas found in liquid fertilizer, where only one inhalation of
contaminated air may result in death or permanent coma. By mixing or discharging the liquid fertilizer,
the gas gives off a characteristic odorless, airless color and can be observed in low concentrations by
the typical odor of rotten eggs. This gas is impossible to avoid on cattle farms, but with the help of
ventilation, the supply of fresh air can prevent harmful concentrations.

b) Carbon dioxide (COy)

Carbon dioxide is also found in liquid fertilizer. It is a colorless gas, odorless, non-combustible, heavier
than air, and above the pool in a layer. It acts on the respiratory center and thus paralyzes it, and the
person poisoned with this gas needs to be given CPR in the fresh air. Higher concentrations of CO, from
6% are life-threatening, while less than 6% cause unconsciousness individuals. As this gas is heavier
than air, it can only be ejected from the room by active ventilation.

c) Ammonia (NH3)

Ammonia is a colorless gas, lighter than air, non-combustible, pungent and odorless, very harmful to
the environment, toxic at higher concentrations, irritating and corrosive. At a concentration of 1,5-2,5
g/m? it acts lethal after 30-60 minutes. It has a very familiar unpleasant odor to horse urine, so it is easy
to recognize, while other gases and methane do not have that warning odor.
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d) Methane (CHa)

This is the lightest gas of all that comes from liquid fertilizer. Irrespective of the liquid fertilizer being
launched, bacteria constantly produce and excrete it into the environment, and it goes into the
atmosphere very quickly. At high concentrations of 4.5% air volume, only a small spark can cause a
mixture of methane and air to explode. Large enough and properly positioned ventilation grilles help
counteract the high concentrations of methane.

Manure

The most important organic fertilizer is manure. Manure is a basic fertilizer because it contains all the
nutritional elements needed for plant nutrition. In addition to nutrients, manure improves the physical,
chemical and biological properties of the soil [10]. Therefore, its importance is irreplaceable. Fertilizer
is regularly spread throughout the autumn on agricultural production areas (vegetable gardens, orchards
and vineyards). Manure in plant nutrition has double value. The manure is an organic fertilizer, and is a
mixture of solid and liquid excrement and mats. Manure is usually said to be completely fertilizer, unlike
artificial fertilizers, which are supplementary - incomplete. As the composition is very different, the
average manure has the following composition: water 75%, dry matter 25%, nitrogen 0.5%, phosphorus
0.15%, potassium 0.6%. The amount of manure produced depends on the type of livestock. The
composition of manure is very different [10].

Its composition is most influenced by the following factors:

Type and age of livestock

Type of food

Livestock breeding goal (fattening or breeding)
Type of rug

Manure care

Degree of degradation

By-products from agriculture, especially livestock farming, can endanger the environment [13].
Excessive use of manure and its intensive mineralization in soil leads to an increase in nitrate content in
plants, surface and groundwater. Fertilizer can also contain a variety of pathogens.

There are millions of bacteria in one milliliter of liquid manure. The highest risk of pathogenic
organisms is the infestation of pasture by Salmonella as a consequence of fertilization by bovine manure
derived from infected animals. Fertilizer of infected animals is dangerous for the environment, which is
why it should be treated and destroyed in a special place and in a special way.

Soil infection involves infection of the soil with pathogenic micro-organisms, which is caused by the
application of fresh juniper from livestock farms where it has diseases (foot-and-mouth disease virus
can survive up to 103 days, african swine fever 160 days, fertilizer salmonella for up to 10 months) [9].

SUSTAINABILITY CONCEPTS IN WASTE MANAGEMENT

There are three concepts for solving waste control and reduction problems. The concept of waste control
at the end of the pipe was first created, then the concept of cleaner production and finally the concept of
zero emission. The concept of waste control at the end of the pipe treats already generated waste, while
the concept of cleaner production gives a more efficient use of resources while reducing pollution.

Zero emission concept and other sustainability concepts

With the development of industrial production, the problem of generated waste has grown. Waste can
be defined as a damaged or unwanted by-product, surplus material that is generated in the production
process. Which often, in a given state, has no value. Releasing it into the atmosphere can be harmful or
toxic. Environmental pollutant means any discharge of waste into the environment. There are three
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concepts to the problem of controlling and reducing waste generated by industry. Historically, the
concept of waste control at the end of the pipe first emerged, then the concept of cleaner production and
finally the concept of zero emission.

Zero emission concept

The cleaner production concept is an improvement over the pipe end concept as it aims to reduce waste
generation. However, even after applying the concept of cleaner production, there are a number of
processes with material outputs that do not represent the product. If these flows fail to apply, they
represent waste. The combination of the cleaner production concept and the end-of-pipe waste control
concept also doesn't solve the problem. The application of the zero emission concept converts and uses
the output as input for other processes. This can be within the same industry or linked to another industry
or even a region.

The goal is the circular flow of matter, which for some process is waste - (outgoing unusable material
flow) and for the other process the raw material. The concept aims to maximize resource productivity
and increase eco-efficiency while eliminating waste or pollution. By eco-efficiency we mean economic
efficiency that has positive environmental benefits. [6]

Both cleaner production and zero emission concepts aim at efficiency, both from an environmental and
economic point of view. In the cleaner production concept, the primary objective is efficiency from the
point of view of the environment and then the economic benefit, while in the zero emission concept the
aim is economic benefit with positive effects on the environment. The concept of zero emissions seems
to be the ultimate answer to the waste problem. Successful implementation of the zero emission concept
requires a high efficiency industry and maximum utilization of resources with the reduction or complete
elimination of waste and pollutants.

In addition to the high-performance industry, which minimizes waste generation, it is also necessary to
move the manufacturing industry from the conventional linear to the circular model. In conventional
linear industrial production, raw materials end up at the end of the process as waste.

In a circular model, the output waste streams are used for other processes or industries. Ideally, all
material flows are circulating and no waste is produced. Industry and society as a whole should function
as a natural ecological system that, when in equilibrium, produces no waste. From an environmental
point of view, the zero-emission concept is the ultimate solution to waste disposal, both globally and
locally.

In addition to using waste as a resource for other products, it can also be used as energy. In realizing the
concept of zero emission, as a rounded whole, the flow of matter distinguishes several levels of the
system [6].

1. Small systems - This usually means a factory or small farm. Both material and energy flows are
closed. This can primarily be seen in agriculture and the food industry, where waste streams can be used
as energy.

2. Large systems - Very often, in order to round off material and energy flows, it is necessary for more
industries to form clusters. In a roundabout, the waste and by-flows of one industry are used as raw
materials for others. It is also possible to round off energy flows in such systems.

3. Regional systems - The whole concept is implemented at the regional level. In order to realize the
concept, sustainable regional planning and the involvement of society as a whole are necessary.
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GENERAL CHARACTERISTICS OF BIOGAS

Definition of biogas and biogas production target

Biogas is a mixture of gases, where the largest part is methane (50-70%) and carbon dioxide (20-40%),

a small amount of water vapor, oxygen, nitrogen, hydrogen, and hydrogen - sulfide, ammonia, as shown
in Table 1.

Table 1. Composition of biogas

COMPONENTS VOLUME PERCENTAGE [ %]
Methane 50-70

Carbon dioxide 20 -40

Nitrogen less than 3

Hydrogen less than 3

Ammonia less than 1

Water vapor 1-5

Hydrogen sulphide less than 1

Source: [14]

The goal of producing biogas as a renewable energy source (RES) in modern biogas plants is to produce
methane, which is used to produce heat and electricity.

One cubic meter of methane provides nearly 10 kWh of energy. If the methane content is about 60%,
the energy efficiency of one cubic meter of biogas is about 6 kWh, which corresponds to the energy
produced by 0.61 of heating oil.

Given by its characteristics of the main components of biogas, it is often necessary to process biogas.
Biogas processing is usually aimed at:

e Removal of water, which must be done in order to: possible accumulation of moisture in the
equipment, in the gas pipe, formation of corrosive acid solution when the water is combined
with H>S and in order to create optimal conditions for the use of biogas for end users.

e H,S removal should be performed as it is toxic, corrosive and can damage gas equipment. The
concentration of H,S in biogas should be below the permissible limit given by the gas equipment
manufacturer. In order to comply with environmental regulations for the emission of SO into
the atmosphere, the concentration of H»S in biogas should be low enough.

e (CO; removal must be performed in order for biogas to be of similar quality to natural gas (e.g.
in terms of corrosion).

Figure 1 Yield of biogas on different raw materials
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BIOGAS PRODUCTION PROCESS

Biogas is produced by controlled anaerobic fermentation with high methane content, which is used as a
fuel for the production of heat and electricity [1]. Liquid and solid manure from the farm, waste from
agricultural production, is used as the basic raw material for biogas production. The liquid manure is
transported by underground pipeline to a central tank where homogenization is mixed before being
pumped into the digester itself. In addition to liquid manure, a wide range of bio-waste from agricultural
production can be used (corn straw, crop waste, vegetable crops) [21].

After crushing the solid manure and bio-waste to the so-called liquid phase, the substrate, together with
the liquid manure, is pumped into the digester with special pumps, usually once a day [18]. Immediately
before pumping into the digester, the liquid substrate undergoes a pasteurization process using warm
water to destroy pathogenic bacteria at 70 ° C.

The anaerobic digester (fermenter) represents only the heart of the biogas plant. Within it, all the
necessary biological, chemical processes take place which, as a result of the last digestion phase, have
methanogenesis, the extraction of biogas with methane content of about 55%.

One of the basic prerequisites for successful biogas production is quality and continuous mixing to
prevent stratification of heavier and lighter substrate fractions. Another prerequisite is to maintain a
constant temperature inside the digester. Depending on whether the digester contains mesophilic or
thermophilic bacteria, the temperature ranges from 35-55 ° C.

The average residence time of the substrate in the digester is 30-60 days, after which the liquid substrate
is transported to the open lagoon. Before pouring into the lagoon, the substrate passes through a separator
separating the solid and liquid fractions. After separation of the solid fraction, the liquid drains into the
lagoon. Both fractions represent perfect organic fertilizer of wide application. Free from all pathogenic
bacteria, ready for spreading on fields and for application of solid fraction in horticulture and crop
production.

From the continuously mixed contents, gas is bubbled out in the upper digestion zone. The biogas
obtained in this way is not suitable for direct use. Treatment is required to extract sulfur, water and other
harmful substances [21].

After treatment the biogas is ready for use in the cogeneration plant. The plant consists of a gas engine
and a generator. A biogas-powered gas engine turns the generator on and produces electricity, which,
after transformation, is transmitted to the electricity distribution network.

Heat energy in the form of hot water temperatures up to 90 ° C is obtained by cooling the engine block
and utilizing the heat energy of the exhaust gases through the exchanger system.

A 1MW cogeneration plant can produce as much heat as hot water or a combination of hot water and
steam, as needed.

Part of the heat energy is used for pasteurization of organic waste as well as for heating the substrate
inside the digester. The rest of the energy is foreseen for use at places of consumption within the farm
itself.

In the case of overproduction of biogas, the use of a torch, on which biogas is burned, is mandatory.
Torch biogas burning is a harmless process when it comes to atmospheric pollution.

The biogas plant generates heat and electricity, produces high quality organic fertilizer, whereby the
nutrients are preserved and much easier to absorb than before the fermentation process. The unpleasant
odors of liquid and solid manure as well as organic waste have disappeared and the organic acids have
dissolved.

48 M&S 15 (2020)



The energy potential of biomass on farms is determined by the number of so-called. conditional cattle

throats. Conditional throat (CT) represents an animal (or more) weighing 500 kg live weight. [18]

Table 2. Farm biomass energy potential

-1 CT=0.6- 1.2 milk cow
- approximately 1.3 m® of biogas daily per UG
- net heat output: 6 kWh/Nm’®

-1 CT=2-6pigs
- approximately 1.5 m® of biogas daily per UG
- net heat output: 6 kWh/Nm®

-1 CT=250-320 laying hens
- approximately 2 m® of biogas daily per UG
- net heat output: 6.5 kWh/Nm’®

- Silage of corn, grass, aphids ...
- 600 - 640 m* biogas per ton of organic dry matter
- net heat output: 5.5 - 6 kWh/Nm®

- Industrial Organic Polluted Waste Water 0.20 — 0.40 m* CH/kg HPK
- 60-80% CHa in biogas

Source: Source of table [18]
CONCLUSION

The zero emission concept has a beneficial effect on the development of a healthy environment and
environmentally friendly products and production systems. It can be an innovative system for
sustainable industrial development where waste reduction, minimization and utilization are retained.
The whole concept strives for achieving the goal, which is sustainability. This means that the use of
waste can be restored to sustainable levels in a closed process, supporting the phenomenon of industrial
metabolism. The production of biogas as an alternative source of energy that also addresses
environmental problems is important for both the state and society as a whole. The common interest of
the state and farms is reflected in the fact that the production of biogas solves several problems at the
same time. Farms increase the level of energy independence and self-sufficiency, while the state
increases the percentage of energy consumption from regenerative sources and thus fulfills the
international obligations assumed by the treaties. Environmental considerations are to reduce the risk of
water pollution and to reduce the emission of ozone depleting gases and greenhouse gases. The share of
biogas in the country's energy balance, even if all the currently available raw materials that cannot
otherwise be utilized are processed, cannot significantly influence the state's energy balance.

However, for individual consumers, producers of biogas, it is possible that biogas production will cover
most of the energy needs. In agriculture or industry where certain parts of the plant need to be constantly
in operation, biogas can be a significant backup source of energy. It is very important to accelerate the
process of adopting measures whose common goal is to create an economic environment suitable for
the modern use of renewable energy in Republic of Serbia.
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WEB-BASED INFORMATION SYSTEMS AND RISK COMMUNICATION

Abstract

In recent decades, the issues of risk communication have come to the center of scientific and professional
interest, not only because of the importance that they have in the public, but also because of the growing
importance of business systems’ obligation to be responsible in managing risk in the workplace and
environment, i. €. because of the special importance for managing risk and emergency situations of
different nature and character. The development of information systems and the Internet led to a
globalization of risk information and various possibilities for risk communication. Starting from that,
the paper provides definitions of the basic terms of information systems, communication and risk
communication, and in the last part of the paper, the authors take a look on the problems of globalization
of information and the role of the Internet in risk communication.

Key words: information systems, risk communication, Internet.

INTRODUCTION

In the global age and modern economy, the terms information and knowledge have become prominent
as key resources for social development and the productivity of business systems. However, the
development of the contemporary civilization is also exposed to many risks of different nature and
characteristics. The current coronavirus pandemic might be the best example of this, along with its
consequences with planetary impact. The two-way development of the society, with knowledge and
economy on one, and risk on the other side, shows the importance of risk communication both on a local
level of business systems, and the broader, global level.

A modern age man is constantly relying on written and spoken messages when qualifying the world and
the risks that surround him. Linguistics and communicology in the 20™ century have shown that the
messages not only have a semantic function, but that they are also pragmatic, which is emphasised in
risk communication. We now know that one’s behaviour can be influenced by the messages and the
information, including one’s perception of the risk and forming certain attitudes.

The importance of risk communication is the greatest when it comes to the management of risks in
business systems, but also further, in the moments of catastrophies, pandemics and other extraordinary
events. For example, in the state of emergency, public reactions vary from panicking to being in
complete control of the situation, which depends a lot on the capacity and the capability of the crisis
managers, and their ability to adequatly inform the citizens at the right moment. In situations like these
the Internet and the social media often become a part of the problem, rather than its solution.

The goal of risk communication is to aid those affected by the risk or its consequences, in order for them
to familiarize themselves with the risk. Risk communication includes public education and informing
about the risk sources and risk environment, as well as the probability of the unwanted event and its
consequences to occur, in the period before the risk is relevant, i.e. when the situation is “normal” [1].
Given this, the theory suggests that risk communication should occur during the “normal” period, and
that it should help establish trust between parties of interest using dialogue, as well as to inform and to
educate the public about the potential unwanted events, which further results with better preparedness
for reacting of all parties involved. Successful risk communication should simplify future crisis
communication, as well as help institutions during the crisis, given that the risk communication
empowers the trust and the reputation of organizations and the whole system of society.
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INFORMATION SYSTEM TERMINOLOGY AND WEB-BASED IS

The basic goal of any communication is to transfer a message between two sides, the sender and the
receiver. The message contains the information, and is transferred via a channel, a medium that is in
modern organizations often formed with the help of information systems. In order to define the term
information system, it is necessary to understand what forms a system. According to Cambridge
Dictionary, a system is defined as: a set of connected things or devices that operate together, and a
system in computer science as: a set of computer equipment and programs used together for a particular
purpose™. These definitions show three key elements of a system. First, a system consists of a number
of connected components. Secondly, the components of the system perform a task or a function. Finally,
there is a purpose or a goal that the components are trying to achieve. Rainer and Cegielski [2] define
that an information system collects, processes, stores, analyzes, and disseminates information for a
specific purpose. It has been said that the purpose of information systems is to get the right information
to the right people, at the right time, in the right amount, and in the right format. Another definition
says that an information system is a combination of hardware, software, infrastructure and trained
personnel organized to facilitate planning, control, coordination, and decision making in an
0rganz'zati0n24.

Furthermore, an information system is a system of functions concerning the acquisition and transfer of
information, the carriers of which can be biological, personal, social or technical units. An information
system is dedicated to a certain kind of information (topic), even if this may be a very broad one. It has
always the purpose of providing information to a user or a group of users. In most cases a storage
device is part of an information system®.

All of these definitions emphasize the three key elements of a system that have been mentioned before.
Hence, an information system has its components, that work together to perform a defined funcion. The
function here refers to working with information, since information is the basis of information systems.
Finally, the functional performance of information system components is oriented towards a concrete
goal, which is supposed to provide information flow through an organization, and therefore make it
available altogether.

In the modern age of techological dominance, the terms information system and computer-based
information system are being equalized, i. e. they are used as synonyms.
The components of such information systems are the following:

»  Hardware — the physical part of the system, which contains device elements such as the
processor, the monitor, the keyboard and the printer. These components work together in order
to accept, process and display the result of data and information processing;

»  Software — one program or a group of programs that allow hardware to process data;

= Database — a collection of connected files or tables which contain data;

»  Communication medium (network) — it can be either wired or wireless, and it allows a group of
computers to share common resources;

»  Procedures — the instructions used for connecting all of the previous parts in order for them to
process information and generate the desired output;

»  People — individuals who use the hardware and the software, communicate with the system or
utilize its output [2].

When it comes to communicating with large groups of people, web-based information systems are of
great importance. Web-based information systems are a subgroup of information systems that use the
broadest area network as a communication medium, i. €. the Internet. A web-based information system
(WBIS) can be defined as an information system that uses the Internet web technologies to deliver
information and services to customers. The basis of WBIS if formed by one or more web applications,
which are accessed through a web browser™.

The key terms that information systems deal with are data, information, knowledge and wisdom.

23 https://dictionary.cambridge.org/dictionary/english/system

24 http://www.businessdictionary.com/definition/information-system.html

% http://pespmcl.vub.ac.be/ASC/INFORM_SYSTE.html

26 https://www.ukessays.com/essays/information-systems/web-based-information-systems.php?vref=1
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Figure 1. DIKW hierarchical model
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Source: 3, p. 7]

Bocij et al. [3] give a similar definition, stating that a group of unrelated symbols is called a noise, i. e.
that data becomes meaningful and significant only when it is packed into a certain context.

The term information is on a second floor of the DIKW pyramid. The same authors [3] give two
definitions of information. On one hand, it is stated that the information is gained as a result of some
kind of processing or interpretation of data. The processing must have a goal, i. e. its result must be of
importance to its performer. On the other hand, information can be seen as a means for reduction of
uncertainty of an event happening. As it appears, information can reduce uncertainty by a great deal, by
eliminating some possibilities or increasing the probability of others. In this sense, the users of
information are the managers, who use them to adjust the decisions and the working habits in an
organization. Thus it is said that information influences decision-making behaviour.

At the very top of the DIKW pyramid are the terms knowledge and wisdom. In the context of information
systems, ToSi¢ i Nejkovi¢ [4] define the term knowledge as a formalized information which is being
referenced or used in the process of inference (logical derivation, deduction), whereas the term wisdom
is defined as knowledge whose value has previously been confirmed with a successful outcome in some
decision-making process.

Bocij et al. [3] conclude that the term knowledge includes information owned by an individual, i. e. it
represents a person’s potential to use their information thanks to their personal capabilities and skills.
Finally, in order to define the term wisdom, the authors introduce a person’s capability to use old
knowledge in a new situation, i. e. wisdom includes the experience gained in time.

COMMUNICATION AND ITS CHARACTERISTICS

The prerequisite for understanding the term risk communication is to understand the term
communication and its basic characteristics. In the paper Essentials of Business Communication, Guftey,
Loewy and Edu define communication as the process of mutual exchange of information and opinion
from one person or group i.e. the sender of the message, to the other, i.e. the receiver of the message,
during which the most important part is to transfer the “meaning”, which is the primary goal of
communication. The receiver of the information must understand the idea which they received just the
way the sender intended it to be understood [5]

The simplest form of communication is oral communication as it implies direct interchange of
information between the participants. This kind of communication can be realized through conferences,
seminars, group discussions, interviews etc. The advantages of this type of communication are in the
fact that it’s very fast, so there is no waiting between sending and receiving the message, the speaker
has more power over the attention that they get from the listener or audience, it is possible to make
decisions and correct mistakes on the spot, which is convenient for emergencies, and also, instant
feedback is provided. In addition to verbal communication, which implies the usage of words —
conversation, nonverbal communicaton, which includes body language, facial expressions, gestures, eye
contact, intonation etc. is also manifested. Speakers can use nonverbal communication to better express
their attitude, but also to interpret the reaction of the listener or audience [6].

Nonverbal communication can be eather intentional or unintentional. Intentional nonverbal
communication means that the speaker was conciously trying to convey some kind of a message through
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their stance, movement, voice etc, whereas unintentional nonverbal communication means that the
receiver interpreted the stance, movement, looks etc. of the speaker as some kind of a message, even
though the speaker had not intended to send that message. This kind of impression can be wrong, which
is the exact reason why nonverbal communication has such importance [6]. It is best to use oral
communication in cases that require solving a conflict or discussion through conversation about the
problem, as well as in cases where the information transmitted is confidetial or private, and it is also
essential for teamwork?’.

Oral communication has certain limitations, such as brevity — no evidence is presented, and everything
is arranged orally, which is why the impact is short-lived and decisions don’t have to be final, as they
don’t have any legal value until they are put on paper. Also, this kind of communication can easily be
disturbed — someone could break into a conversation, there could be some kind of noise or anything else
that could compromise proper acceptance of the message. The message shouldn’t be too long or
complicated because human memory abilities are limited. Another drawback is that oral communication
demands immediate decision-making, and does not give time for longer thinking. Also, this type of
communication is not appropriate when the topic is controversial. It requires for speakers to be in the
same space at the same time, which is why its realization could be complicated [6].

Written communication is another form of communication, in which the message is transmitted in
written form, i. e. through e-mails, telegraphs, fax etc. Essentially, it represents transferring the message
to paper and it is widespread in all kinds of organizations. Any formal instruction, rule, manual etc. must
be in written form [6]. Writing is more valid and reliable than speech, but it requires a longer preparation
time, that is, it isn’t as spontaneous as oral communication. It is precise and explicit, and it provides
evidence and references. Written communication helps establish basic working principles of
organizations®®. In written communication, all recipients receive the same message, which requires for
the message to contain any information that may be relevant, but also to be concise, brief and
comprehensible to all. One of the advantages of written communication is its durability, i. e. the
possibility to save the message for a longer period of time. Just as oral communication, written
communication also has a nonverbal side, which is manifested through handwriting, writing style,
emotion [6]. The disadvantage of written communication is in the fact that it requires a lot of time and
material for writing, but also in the way the message is transferred, as it takes more time for the message
to travel, and more time to get feedback from the receiver of the message®.

There are 5 steps of communication. First, the sender has to have an idea, which can vary depending on
many factors. Next, the sender has to encode that idea, that is, to change it into a message in the form of
words or gesture. Then, the message travels through some kind of medium, i. e. a channel. A channel
can be a computer, a phone, a letter, a spoken word, a picture, a video etc. The channel should be
carefully chosen, so that the message can be safely transferred to the receiver. Anything that interferes
with the transmission of the message is called a noise. It could be actual static noise that disturbs a phone
call, but it could also be a typo in an e-mail, or anything else that violates the credibility of the sender.
The next step in communication is the decoding of the message, which is done by the receiver. The
receiver has to decipher the content of the message in the search of its meaning. The communication is
considered successful only when the receiver of the message understood the sense of the message the
way the sender intended it. The last step of communication is the feedback from the receiver to the
sender, which is an essential part of communication because it represents the receiver’s answer that
shows whether the message was well received and understood [5].

Any kind of misunderstanding during communication is called brain drain, and it is usually caused by
a wrong choice of medium or improper decoding of the message. One of the most common barriers
during communication is a wrong choice of medium. For example, communication between two
departments in one company could be hard if they were far from each other. If the message is
confidential, written form is often chosen. The medium of choice must be convenient and appropriate
for the situation. Besides an incorrectly chosen medium, there is also a problem of physical barriers, that
is, the forementioned noises, for example, loud noise that machines in a factory produce can interfere
with oral communication, just like static noise can interfere with a phone call. This category also
includes anything else that physically interferes with communication, such as a bad photocopy, illegible

27 https://www.managementstudyguide.com/oral-communication.htm
28 https://www.managementstudyguide.com/written-communication.htm
2 https://www.managementstudyguide.com/written-communication.htm
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handwriting etc. which is also referred to as noise. Problems such as time or space distance are also
physical barriers — people working in different shifts, wrong seating arrangement in a meeting etc.
Another group of barriers are semantic barriers. An example is a wrong interpretation of words — one
word can have many different meanings, which is why it can be misunderstood by the receiver. Also,
misunderstandings can occur when words are used with connotation, or if expressions that don’t have
universal meanings are used. This is why chosen words should be as clear as possible, familiar to the
receiver and with positive connotation. Finally, there are socio-psychological barriers. Due to
differences in attitudes and opinion, one message can be favorable to one person, but unfavorable to the
other. Also, emotion plays a big part in communication — if the sender of the message is in a bad mood,
nervous, overly excited, worried, scared etc. they will not be able to organize their message in the right
way. Similarly, there are people who are conservative and hard to communicate with, because they don’t
listen or accept other people’s opinions, but there are also people who are overly concious of their lower
or higher status, and therefore unable to express themselves correctly. A part of miscommunication is
affected by bad transmission of a message, by which contents of the message are being lost, as well as
by people’s inability to “keep” the message [6].

An important factor in communication is culture. Culture determines which forms of behavior and
opinion are considered acceptable. In communication, it is very important to know how to address
someone, especially if the interlocutor is a member of a different culture. It is sometimes hard even to
address a member of the same culture, which is why it is important to know how to show respect, which
words to use, how much information to give, how loud to talk etc. Culture differences often lead to
misunderstandings. For example, in some cultures nodding your head means confirmation, while in
some other cultures it means rejection or negation. This example shows that non-verbal communication
plays a big role in intercultural communication as well [7].

Communication with people around the world is easy nowadays. Besides the standard forms of
communication such as e-mails, usage of the Internet and many apps has made real-time conversation
with people around the globe possible, and mobile or video-conferences have become popular. The
advantage of this kind of conferences is the simplicity, as it is very convenient to use a mobile phone,
or a computer, as well as reducing costs. For example, if the participants of the conference live in
different places on Earth, the costs of flying to the place where the conference is held could be very
high, but this way they could join the conference from the safety of their home. The disadvantages could
be in limitations of people who can be a part of the conference, the necessity to own a computer, slow
connection issues, privacy issues etc. However, the technology is developing very fast and these
problems are being solved [6].

A big part of human life nowadays are different social networks as well. The main purpose of these is
to connect people from all around the world and to improve one’s social life. Owning eather a private
or a business social media account has become a form of communication that enables forming
connections and friendships with people all around the planet. The Internet has brought endless
possibilities for people from different societies to connect and it has completely changed the way people
communicate®’. However, Internet communication has also brought different kinds of problems, such
as loss of privacy, leading a virtual life, misuse of information etc.

Internet communication serves as a medium to transfer information and as such, it forms a part of risk
communication. This term is discussed below, starting with the definition of the term risk.

RISK AND RISK COMMUNICATION — TERMS AND DEFINITIONS

The term risk has entered European languages at the end of the 15™ century, for usage in spheres like
navigation and sea trading. In order for the term to be used in scientific circles, it demanded a more
accurate definition. However, the attempts to find a definition of the risk which could be generically
used in every research field have come to a dead end. The reason behind this lies in the fact that the term
is used in many natural, social, and technical sciences. Each one of them has its own subject and goal
regarding the research of the risk, as well as their own researching methods. Thus, there are many
different aspects of the risk phenomenon, such as technical, psychological, social, economic, legal,
medical and biological aspects, among many others [8].

The risk is objective and connected to practically any type of activity. Its core is formed by the axiom

30 https://study.com/academy/lesson/internet-communication-twitter-email-im-blogging-rss-newsgroups.html
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about an activity’s potential dangers. It is the human practice that presents a great deal of possibilities
which confirm that every activity is potentially dangerous. Each of us takes risks all the time,
overcoming the dangers of production, transportation, and everyday life. Every member of social
community takes risks, regardless of their social status, function or role in community.

There are many different definitions and determinations of the term risk presented in the literature. The
term risk is often used as a sinonym for the term danger. In this sense, the term appears in definitions
such as risk — is a danger of future damages, or risk — is a danger of unwanted effects of an observed
event appearing etc. Another tendency in determining the term risk refers to a possibility or probability
of an unwanted event or process. For example, the Webster’s Dictionary defines risk as a possibility of
loss or damage, while the French encyclopedia dictionary Grand Larousse defines risk as a possibility
or probability of a fact or an event, seen as a sort of evil or harm [9].

The subjective basis of a risk is connected to humans and their decisions in potentially dangerous
situations. While certain events (natural disasters) happen regardless of human will, people are the main
factor for many of them. People may or may not build nuclear centrals, may or may not maintain
technological systems, may or may not take care of their health. Humans’ relation to the risk i. e. the
psychological aspect of the risk is consequential to their culture and relation towards themselves and the
world they live in. The researches of this relation show the two-dimensionality of the subjective scope
of the risk. One dimension characterizes objective endangerment, and the other the level of human
activity in the creation and/or prevention of dangerous situations. Thus, new risks, which have no
adequate of efficient control measurements, are of greatest priority for people [9].

Stankovi¢, Savi¢ and Andelkovi¢ [10] define risk as a measure to simultaneously describe the
probability of unwanted events happening, as well as an expected measure for the consequences of those
events in a rounded system and during a determined time interval, or during a certain established process.
The risks can be divided by different criteria: by the factors that cause the risk (biological, chemical,
physical); by the degree of identification (partial, global); by the dinamics of development (accidental,
cummulative); by the manner of making decisions regarding the acceptance of the risk (voluntarily
accepted, imposed); by the possibilities for management (managed, non-managed); by the level of
management (planned, operated); by the materialisation of risk effects (technological, safety and health
protection risks, ecological etc.) [9].

Risk Communication

Historically, the theory of risk communication has improved drastically during the eighties. Early
models defined risk communication as a linear process. The main frame for understanding risk
communication was a theory model of information, which defined the way signals travel from one
source (usually an authoritative one) through media to the public. That model was designed for
hierarchical systems, and is nowadays mostly present in the public as a health construction of risk
communication which brings an authoritative and unambiguous message of behaviour shift.

Cultural and social models of risk communication bring a new perspective for understanding the
message being transmitted, and the way the aimed population communicates and comprehends it [11].
These models imply a cultural diversity and conditionality in perception and understanding of the risk,
while risk communication is seen as an interactive process of exchanging information and opinions
among individuals and different institutions [12]. The categories of the relevance of information are: the
intent of the message, while not taking into account whether or not the message is aimed; the content —
whether the message is limited to health, or social over technological risks; directed audience — whether
or not the audience i. e. the communication is aimed; the source of information — whether or not it comes
from an expert; and the message stream — whether it is directed from the experts towards the audience.

American agency for environment protection [13] has defined risk communication as a process of
informing people about the dangers regarding the environment or their health. Risk communication is a
two-way exchange in which organizations inform the aimed audience about the possible risk, and collect
the information from those affected by the risk itself. The first people who react to the risk are the
habitants of the community who feel, see or get in touch with something unusual or testify about the
increased number of ill in their community.

Savi¢ and Stankovi¢ [14] emphasize that risk communication represents an important aspect of the risk
management process, because it provides understanding of the decisions and the procedures concerning
the risk to all subjects involved in the risk management process. Risk perception and identification are
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conditioned by communicating and consultating among the sides of interest. Correct perception of
context in which the activities of business systems take place, improves risk perception and contributes
to better integration into the decision making process. Risk communication ought to be performed
permanently, both with inner and outer sides of interest.

According to the ISO 31000 standard, in order to achieve quality communication, it is important to
develop a communication plan and introduce it to all actors involved. The communication plan should
include a way to identify risk connected problems, consequences, and measures to be taken in case of a
risk event. Effective internal and external communication is necessary to ensure that those responsible
for risk management process implementation, as well as those with very strong reasons to act in a certain
way, understand the basis on which decisions are made and why certain activities are necessary in order
to improve the culture of the organization relevant to the risk management process [15]. According to
the same standard, the process of risk communication and consultation results in a large amount of
information. A number of information will deviate from the initial context, for reasons of improving the
amount and quality of information. Therefore, it is necessary to plan and analyze the results of
communication and consultation through teamwork. The result of quality risk communication and
consultation should be a quality communication plan which covers all aspects of communication and
consultation needs. The plan must be designed so that it has adaptive characteristics and so that it follows
a part of the operational planning.*'

THE INTERNET AND GLOBALIZATION OF RISK INFORMATION

Before modern information systems were developed, the television medium was the basic medium for
transferring risk messages to the widest possible audience in the shortest period of time. However, with
the development of the Internet, access to the information by communities, public groups of interest and
ordinary citizens has grown. Risk expertise has become secondary to the importance of trust and validity
of sources of information. All websites are potentially equal on the Internet and available to broad
audience. The form, frequency and sources of information to which people are exposed have been
revolutionized by the system of the world’s computer networks — the Internet. This has unpredictable
consequences for public access and response to risk information.

The expansion of the Internet has resulted in qualitatively new ways od risk communication. Giddens
described the role of the Internet in risk and crisis communication with the phrase extracting social
relations from local contexts of interaction and their restructuring through an indefinite period of time
[16, p. 21] Internet communication is practically out of space and time in the sense that location and
time are irrelevant to this form of communication.

Many NGO websites are often more reliable to the public than the official government websites (e.g.
they often publish studies about specific toxic substances that cannot be found on the government agency
websites). Researches by some authors indicate such practice in some countries, e.g. England and Wales
[17]. However, the authors also point out certain disadvantages of obtaining information by using the
Internet:

* A significant amount of unverified, false or biased information appears on the web;

= Websites that aren’t being updated may provide outdated information;

» There is no quality control on what appears on the Internet;

= Electronic blogs have become major competitors to newspapers and magazines;

» Chat rooms, providing people with opportunities to connect on a personal level, have a strong

impact on people’s response on risks;

= Unlike the media, risk information on the Internet continues circulating and lives on etc. [17].
Certainly, bearing in mind that the Internet is a universally accessible source of information which
provides equal possibilities for the people communicating and offers individual settings for exchanging
risk messages, including chat rooms, list of services and blogs functioning as an interactive, global and
personalized communication system, it is quite clear how important its role in shaping risk information

31ISO 31000 - Risk Management - Principles and Guidelines on Implementation
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1s. In fact, it can be concluded that the Internet has created a revolution in communication and
information availability.

The Internet can also be used effectively to mobilize public fear of yet insufficiently validated scientific
information and speculative hypotheses. This is illustrated by the ever growing concern about the
coronavirus pandemic or the controversy over the vaccines: the rise of the Internet as a means for
communicating medical information has caused increased fear and uncertainty about the safety of
immunization [ 18]. Last year, Robert Wolf and his colleagues published a report on the content available
on a dozen anti-vaccination sites. All reviewed pages state that vaccines cause diseases themselves,
including autism, AIDS, immune dysfunction, diabetes, and neurological disorders. Over 90% of them
stated that vaccines reduce immunity and that side effects are insufficiently reported.

Some authors expect the Internet to lead to the fourth phase of risk communication, outside of
postmodernism, where ordinary citizens can acquire, process and evaluate scientifically based risk
information. The openness, accessibility and transparency of the Interent will also allow users to
evaluate conflicting interests in risk communication. This fourth phase of risk communication could
result in both democratization of knowledge and greater convergence between cultural and technical
concepts of risk.

CONCLUSION

The term risk covers the existing possibilities for unwanted events to happen, i. e. for the unwanted
consequences of these events. Even though people frequently face different risks in everyday life, it is
especially important to talk about the risks of larger dimensions, such as global crises, pandemics etc. It
is crucial to inform the stakeholders about risks of this type in order to reduce the consequences of
current crises, and potential future crises as well. Considering the growing presence of the Internet and
media based web techonologies in everyday life, information on these topics is globally available.
However, the risk of transmitting unverified or outdated information has also increased. Ways to reduce
the development of such situations are a part of an active propaganda of reliabale and verified sources
of information, which primarily include web-based information systems of official and verified
organizations, and their websites that can be accessed via web browsers. The information transmitted
this way forms a part of risk communication. On the other hand, risk communication implies obtaining
feedback from those who are directly affected by the given risk. Therefore, we can conclude that risk
communication includes two communication channels. The first one is most often achieved through
media, primarily television and the Internet. The second type of communication takes place in the
background, i. e. the information collected this way is used for further analysis and research, with a
twofold goal — to increase the validity of available information generated in the primary way, and then
to enrich the knowledge fund which will be significant when future crises happen.

The Internet represents a powerful means of communication, and its presence in the modern era has
contributed to its separation as a primary and most common communication medium. However, the
consequences of this are a sudden increase in the amount of information generated on a daily basis. Most
of this information comes from unverified sources, thus the harm from using the Internet as a medium
in risk communication can outweigh the benefits. For example, it often happens for some fake news to
travel the world in a very short period of time, spreading panic and a sense of insecurity. Therefore,
there is a need to work on increasing credibility of websites and other web based systems in the future.
This procedure, of course, conflicts with modern understandings of freedom of expression. However, it
is the basic way to enable the right information to reach the right people at the right time.
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